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LEAST PRIVILEGED ACCESS STRATEGY 
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STRICT USER AUTHENTICATION 
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VISIBILITY IS A KEY
QUALITY OF CENTRAL INTELLIGENCE HAS A HUGE IMPACT
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THREAT PREVENTION
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 3 CRITICAL OBJECTIVES

SEAMLESS USER EXPIRIENCEZERO FALSE NEGATIVE LOW FALSE POSITIVE
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• Implementation of microperimeters

• Visibility into data assets

• Automated Response

What is Zero Trust

UsersWorkload
s

Device
s

Location
s

DataNetwork
s

https://en.wikipedia.org/wiki/Zero_trust_security_model
https://doi.org/10.6028/NIST.SP.800-207
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Who is driving this security approach?

Why we are talking about it now?

Forbes.com
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Breach 1: Credential Stuffing Reveals Reused 
Passwords

"The perpetrator was not able to view any credit or debit 
card numbers, expiration data, nor CVVs, because that 
information is not kept on copy on thenorthface.com," 
a company spokesperson told BleepingComputer.

Cyble purchased 530,000 Zoom credentials to determine 
if they were authentic, only to find that many of their 
client's details were part of the list—including Zoom 
meeting URLs, users' email addresses, 
passwords, and HostKeys.
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Breach 2: Look Ma, 
No Authentication!
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Breach 3: Authentication Doesn’t Equal Authorization

Major US Postal Service data breach 
exposes 60m users
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Breach 4: Data Breach by Association

Defense Information Systems Agency 
(DISA) Data Breach
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HOW TO AVOID COMPLEX 
DEPLOYMENT AND SECURITY GAPS? 



16©2020 Check Point Software Technologies Ltd. 

ABSOLUTE ZERO TRUST SECURITY
7 PRINCIPLES

1
COMPLETE 

3
PREVENTIVE

2
EFFICIENT
Centrally managed using a single 
console and a unified policy

WORKLOADS

NETWORKS

DEVICES

PEOPLE

DATA

VISIBILITY & ANALYTICS

AUTOMATION & ORCHESTRATION

Focused on threat prevention and 
protects from zero-day attacks 

Supports all of the Zero Trust principles
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Always Verify Least Privileges Expect Breach

Authenticate and Authorize from 
trusted users & devices

Minimize user access to 
applications & data

Minimize attack surface & prevent 
lateral movements

Identity

Authentication
Authorization
Accounting

Endpoints

Threat protection
Compliance

Applications

Least Privilege
Conditional access

Networks

Lateral movements
M-Segmentation

Workloads

Compliance
Anomalies

Data

Classification
Authorization

Monitor

Security Posture
Improvements

ZERO-TRUST PRINCIPLES
“NEVER TRUST, ALWAYS VERIFY”
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Architecting Microperimeters

Site
(Host, 
Network)

MobileCloud



Process
esRegistry

Files

Network

Monitoring (@ the microperimeter)
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Monitoring (@ the microperimeter)
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AUTO-SEGMENTATION
AUTO-GENERATED POLICY FOR EVERY DEVICE/Application

On-device 
Runtime 
Protection
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ZERO TRUST PEOPLE 
USER AWARE ACCESS CONTROL AS A SERVICE 

Corporate Portal 

Purchasing App

Financial App 

CRM

• SSO, MFA 

• Context Inspection

• Security Posture
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SEAMLESS USER EXPIRIENCE

ZERO-DAY PHISHING SITE PREVENTED!

ACCOUNT TAKEOVER PREVENTED!
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• Zero Trust is an Essential Strategy

• Implementation should be practical 
and easy to consume 

• You need proper tools

Summary
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THANK YOU


