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WHO DARES TO

APPROACH OUR
MIGHTY CASTLE?

Security Castle  ¥T
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APPs are the gateways
to DATA



APPs are Moving to an
APRIBased Architecture



APl = The Gateway to
Digital- Transformation



APIs

ing

L earn

HISTORY LESSON

How we NOW build Apps

How we USED to build Apps
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Rapid Feedback & Innovation Cycle

Configure / Deploy Feedback

Self Service Customer Interaction

M,\ ”g

T Improve
Zoﬂ Agile Driven

Development

Use ]@
Flexible o
Consumption ®

Understand Release

Real Time Analytics and Continuous Rapid Releases E
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1500 Microservices at M

™ monzo

Accounts ., Savings Borrowin, Features +, Get Paid Eg New
g g v atures aid Early LG

Rankin~ mide. S)'
40,V00 peopie op :n a Monzo bank account

every v2ek to spend, save and mar age t . 3ir
01 8) N e N T leos tha 1) m utes

Get a Monzo Bank account

Join the 3,521,600 people with a Monzo bank account

o@le Play

.l App Store
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CI/CD Pipeline

o

5

3@

S

’a

29

o

Service
Creation
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Continous Deivery

Continous Integration

Manual
Handoff

_____________________ »

9

Deployment

I

Continuous
Disappointment

WAF

Network/Security
Automation

A

Service
Consumption



Agile way...

lllllllllllllllllllllllllllllllllllllllllllllllll

INTERNET




"By 2022, APl abuses will be the most-
frequent attack vector resulting in data
breaches...”

Gartner



nosql /WS

ASP.NET

gRPC 1




Security Castle
of a Modern App...
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Developers at the Developers at the
beginning of a project end of a project
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@ svegger oo

Swagger Pets

[ Base URL: petstore.swagger.io/v|
https://petstore.swagger.io/v2/swagger.json

store Access to Petstore orders

/store/order Place an order for a pet

m /store/order/{orderId} Find purchase order by ID

@ petstore.swagger.io

@ Swagger Ul

<

& 0 & ©

G

o/v2/swagger.json Explore

m]

[ bSR3 /store/order/{orderId} Delete purchase order by ID

m /store/inventory Retums petinventories by status

USer Operations about user
/user/createWithArray Creates list of users with given input array
/user/createWithList Creates list of users with given input array

m /user/{username} Get user by user name

/user/{username} Updated user

Find out more about our store: http://swagger.io

e

v

[m /user/{username} Delete user

/user/login Logs user into the system

m /user/'l.ogout Logs out current logged in user session

/user Create user

Models




Modern App Security

ADVANCED WAF POLICY

Policy Name waf_petstore_v1

ﬂ

Partition / Path: /Common

POt Everymung stout your Pets P ut more: b iswaggerio.
T /pet/ 1o uptondinage s e

Description B e e

Swagger Petstore

/////

(o N ye——

Policy Type Security
Parent Policy:

Policy Template ‘ API Security
n ‘ e OpenAPI (Swagger) File B swagger.json

@® Version 2020-04-28 08:31:45 [

Source Host Name: bigipA.fodemo.app
Source Policy Name: /Common/waf_petstore_v1

Application Language Unicode (utf-8) (?)
®on go

Virtual Server N/A

Learning and Blocking

Enforcement Mode Transparent Blocking -

View Learning and Blocking Settings

Policy Building Learning Mode Automnatic m Disabled
R

@

19 | ©2020 F5 Learning Speed Fast




Modern App Security

waf_petstore_v1 $ 'ﬂ' ¥ | Learning Mode: Manual

Apply Policy

Allowed URLs List

Enforce | Delete | Delete All

URL Contains Go Enforcement Readiness [ All #} Show Filter Details ¥ Total Entries: 20
L
| (waf_petstore_v1 %) ¥ @ | Leaming Mode: Manual Apply Policy

¢ Method ~ URL
) GET iv2ipeti[
- Parameters List
() POST  iv2ipetl]
[ DELETE Iv2lpetIE| [ Parameter Contains :] ~Go Show Filter Details ¥ Total Entries: 12
[ POST Iv2/petIE|!uploadImage
 GET N2lstorelord "’El Legend: (o Waiting for additional traffic samples Q@ Learning suggestions available v Ready to be enforced Create...
) DELETE A2/storelord "’El [ ] | 4 Parameter Name ‘ Parameter Value Type ‘ Parameter Level Staging
1 GET /vzluse,,El [} additionalMetadata User-input value POST /v2ipet/*/uploadimage No
[ DELETE Iv2/userlE| (] api_key User-input value DELETE /v2/pet/* No
[ PUT Iv2/userlE| ] file User-input value POST Iv2/pet/*/uploadimage No
[ POST  jv2/pet () name User-input value POST /v2/pet/* No
L PUT fv2ipet () orderld User-input value Global No
O .

GET fv2lpet/indByStatus [ | password User-input value GET /v2/user/login No
[l GET Iv2/pet/findByTags — .
- [ petld User-input value Global No
I | GET Iv2/storefinventory o
. [ | status Array value GET /v2/pet/findByStatus No
[ POST Iv2/storeforder -
- [ status User-input value POST Iv2/pet/* No
[ POST N2/user
) posT Iv2luser/createWithArray [ ] tags Array value GET /v2/pet/findByTags No
) posT N2/user/createWithList [} username User-input value Global No
[ GET Iv2iuser/login [} username User-input value GET /v2/user/login No
[l GET Iv2/user/logout Change Type... = Enforce | Delete = Delete All Total Entries: 12




"swagger":"2.0",

"info":{
asy "description":"This is a sample server Petstore server.",

"version":"1.0.5",
"title":"Swagger Petstore",
"termsOfService":"http://swagger.io/terms/",
"contact™:{

"email":"apiteam@swagger.io"

H

Slngle Flle (‘JSON, YAML) if,lost":"petstore.swagger.io",

"basePath":"/v2",
"schemes": [

H . "https",
Can Share Settings from Parent Policy "hp"
1,
"paths":{
.. . "/pet/{petId}/uploadImage":{
Positive Security P g
-
1.
No Learning et

"operationId":"uploadFile",
"consumes" : [

I "multipart/form-data"
In Blocking from Day 1 o

"produces": [
"application/json"

15
"parameters":[
{
"name" : "petId”,
"in":"path",
"description”:"ID of pet to update",
"required":

"type":"integer",
"format":"int64"

21| ©2020 F5 g




"policy": {

"name": "policy-api-petstore",
"description": "Petstore API",

"template":
"name" :

¥

{
"POLICY_TEMPLATE_API_SECURITY"

"enforcementMode": "blocking",
"server-technologies": [

{

"serverTechnologyName": "Node.js"

}

"serverTechnologyName": "Unix/Linux"

{

"serverTechnologyName": "MongoDB"

}
1.

"signature-settings": {
"signatureStaging":

}

"policy-builder": {

"learnOnlyFromNonBotTraffic":

b

"open-api-files": [

{
"link":
}

"https://petstore.swagger.io/v2/swagger.json"

WAF CI/CD Compliant

Ability to consume JSON Declarative format
Ability to PULL the OpenAPI/Swagger files
Policy Modifications / Patching

Webhooks for integration with Slack/Teams

Send event logs in JSON format




F5 AWAF as part of your CI/CD

POLICY WORKFLOW

> il

Live Traffic ChatOps
l security events sent to

DevSecOps ChatOBs

i »

<4

I— {;D I—

DevSecOps Policy File 4 DevSecOps
Policy tested Tested policy from WAF Monitor security ig;rizcc;gg:l
successfully source control events and proce
modifications to
suggested rol
B modifications source controf =
l {/3 § staging environment
|
</> [ ]
- [ ]
- [ ]
- Policy Suggestions -
: DevSecOps export policy |
- builder suggestions to u
- source control :
- [ ]
- [

231 ©2020 F5 @



"policy": { ®
"name": "policy-api-petstore”,
"description": "Petstore API",

"template": {
"name": "POLICY_TEMPLATE_API_SECURITY"

F5 AWAF NGINX App Protect

}

"enforcementMode": "blocking",
"server-technologies": [

{ "serverTechnologyName": "Node.js" ‘ n \' e
) ¥mongo )

s

"serverTechnologyName": "Unix/Linux"

petstore.swagger.io N ] © - o [u] a
@ Swagger Ui +
/agger.i json
" LI n n
serverTechnologyName": "MongoDB
ab
Swagger Petstore
[ Base URL: petstore.swagger.io/v2 ]
] r ;
This is a sample server Petstore server. You can find out more about Swagger at http://swagger.io or on irc le.net, #swagger. For this sample, you can use the api key special-key to test the

authorization filters.

"signature-settings": {
"signatureStaging":

b
"policy-builder": { -
"learnOnlyFromNonBotTraffic":

} pet Everything about your Pets Find out more: htip://swaggerio
r

"o pe n=-a p i-files": [ /pet/{petId}/uploadInage uploads animage

{ /pet Add anew pet to the store

/pet Update an existing pet

"link": "https://petstore.swagger.io/v2/swagger.json"

} /pet/findByStatus Finds Pets by status

/pet/findByTags F
/pet/{petId} Findpetby D a

/pet/{petId} Updates a petin the store with form data a

. @




Any Deployment & Any Tool

o lasti €
@ elastic
A citton A
ANSIBLE
. ‘
Wy CHEF ) GitHub
9 Prometheus .H’ Terraform

O  Aw W & O
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