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Modern threats – what are they?

0 day exploits?

Rootkits hidden in firmware?

Hardware implants?

Smart attackers

... who understand your security stack



APT29

Cozy Bear

“The Dukes”

Yttrium



GRIZZLY STEPPE (2015/2016)

Democratic 
National 

Committee



Other known intrusions

Source: https://www.f-secure.com/documents/996508/1030745/dukes_whitepaper.pdfSource: https://www.cnbc.com/2015/08/06/russia-hacks-pentagon-computers-nbc-citing-sources.htmlSource: https://www.usatoday.com/story/news/2017/02/03/norway-russian-hackers-hit-spy-agency-defense-labour-party/97441782/



After 2017 ?





How this research started

• Started ~ 18 months ago

• We analyzed three different 
malware families that were not 
apparently linked

• They were found in the same 
networks



Fetch the C&C URL 
from an online service

PolyglotDuke

Malicious document 
sent by email

Stolen credentials
+ lateral movement

STAGE 2

STAGE 3

STAGE 1

INITIAL COMPROMISE

P

Downloading from valid domains like Imgur, 
Twitter, Reddit or Dropbox to bypass URL 
Filtering and Network Anomaly Detection

Use of Documents with macros to bypass 
filetype filtering on Mail/Web Gateway level

Splitting malware into multiple components 
• prevents behavioral detection
• leaves some components undetected
• components can run on different devices



http://www.coachandcook[.]at/error/307-temporary-redirect.php



Fetch the C&C URL 
from an online service

Download a picture
from a Dropbox

account

RegDukePolyglotDuke

Malicious document sent by email Stolen credentials + lateral movement

Decrypt & Drop

Download a picture
from the C&C server

STAGE 2

STAGE 3

STAGE 1

INITIAL COMPROMISE

P R
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Fetch the C&C URL 
from an online service

Download a picture
from the Dropbox

account

RegDuke

Decode, Decrypt & Drop

MiniDuke

PolyglotDuke

Malicious document sent by email Stolen credentials + lateral movement

Decrypt & Drop

FatDuke

Download a picture
from the C&C server

Download a picture
from the C&C server

STAGE 2

STAGE 3

STAGE 1

INITIAL COMPROMISE

P R
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FatDuke backdoor
• User-Agent of default installed browser 

+steganography in downloaded HTML to 
avoid network anomaly detection

• Executable has embedded components 
and strings from clean apps to avoid 
static machine learning classifiers

Encryption and steganography hide 
malicious content from network level 
scanners (IPS/IDS) and gateway sandboxes
rundll32.exe / regsrv32.exe + DLL
bypassing Application Control restrictions

MSLANG32.DLL

MSLNGSRV32.DLL

MiniDuke backdoor in communication with 
C&C server uses GET/POST methods with 
JPEG header to avoid network IPS/IDS

MSLPACK.DLL
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Governance, Risk Managment, ComplianceGRC

SIEM + Threat Intelligence feedsInformation & Event Management

Encryption, DLPData Security

Application Control, Patching, DB securityApplication Security

Antimalware, Vulnerability Scanning, Exploit Prevention, HIPSHost Security

URL/IP filtering, Email scanning, SandboxingGateway  Security

Access Control, 2FA/MFAIdentity & Access

Firewall, IPS/IDS, Anomaly DetectionNetwork Security

Elements of „standard” IT security stack



Governance, Risk Managment, ComplianceGRC

SIEM + Threat Intelligence feedsInformation & Event Management

Encryption, DLPData Security

Application Control, Patching, DB securityApplication Security

Antimalware, Vulnerability Scanning, Exploit Prevention, HIPSHost Security

URL/IP filtering, Email scanning, SandboxingGateway  Security

Access Control, 2FA/MFAIdentity & Access

Firewall, IPS/IDS, Anomaly DetectionNetwork Security

Bypassing „standard” IT security stack

GRC

Avoiding monitoring, Uniqueness against TI feedsInformation & Event Management

Use of valid storages (OneDrive, Dropbox)Data Security

Use of built in tools, Powershell, WMI, DLLsApplication Security

Targeted unique malware, Splitting malwareHost Security

Use of valid domains, Use of valid filetypes (gfx, doc)Gateway  Security

Stolen credentials, Lateral movement, PhishingIdentity & Access

Steganography, Encryption, Imitating packet headersNetwork Security





Modern solutions
Endpoint Detection and Response



EDR solution helps you to answer:

Active 
components

Fileless
attacks

Back
to the root

Lateral
movement

Data
affected

Techniques
used



EDR
monitoring
collecting
detecting



EDR base on
Indicators of 
Attack

techniques 
used by the 
attacker



MITRE ATT&CK framework

Adversarial Tactics Techniques and Common Knowledge

What your security stack is able to detect?







How can you check 
your security stack?
(or EDR solution)

Open source and paid 
„attack simulation” tools







Operation Ghost/APT29
in ESET Enterprise Inspector



Initial Compromise
Targeted Email + Word Document + Dropper















Stage 1 – PolyglotDuke
Twitter C&C + Picture downloader + Dropper







Stage 2 – MiniDuke
Backdoor + Lateral movement











Stage 3 – FatDuke
Backdoor + Malicious activity







EDR solutions should also:

Quick response Purge resistance Snapshot Multi-platform data

SIEM AMSI Automation



Security Snapshot – ESET SysInspector (also as free tool)



Any free alternatives to EDR?

• SysMon v10 + a lot of manual work

• github.com/olafhartong/sysmon-modular

• Other drawbacks: 

• - Single platform

• - Reactive

• - Limited to what SysMon can monitor

• - Resource heavy

• - Storage issues (no pre-filtering)

• - Requires SIEM for detection rules

https://github.com/olafhartong/sysmon-modular


Thank you 


