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GDPR at a glance )|Natuvion

72 1. Extended rights of data

Hour period for subijects
4% 7 reporting a data Zsom J

[ protection violation Penalty of 4% for - -
medon Data subject a typical DAX 2. Increased obligation to

worldwide group rights concerned A company protect data

in the GDPR
sales

3. Obligation to report
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data protection
28,000 V 190+ e violations

: Countries in which requirements
Estimated new Data through GDPR

the GDPR can be

. Protection - applied 4. Extreme penalties for
ommissioner in )
Europe non—compllance

(IAPP Study 2016)




Fields of actions for GDPR )|Natuvion
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GDPR — Fields of Actions “Rights of Individuals” (')|Natuvion

Right of Access | Art.15 Rectification | Art. 16 Erasure | Art. 17
* Information * Rectification * Person responsible
* Issuing * Expansion * 3rd party (to be forgotten)

Restrictions | Art. 18 Objections | Art. 21 Portability | Art. 20

* Blocking * General e Extraction

* Direct marketing * Automatic transfer to 3rd party

Anonymization is obligatory (Art. 5) and can reduce costs within the scope of the GDPR implementation

A request must be answered within one month

The rights of those concerned are generally free of charge




Distinction between pseudonymization and anonymization G!Natuvion

--. De-Personalized --------- - mcmmemcmmcmccmemmeaas

Pseudonymized Data Anonymized Data

The person concerned can be identified again by consulting the The person concerned cannot be identified again, or only with
information stored separately or, if necessary, publicly accessible. disproportionate effort.

"The principles of data protection should therefore not apply to anonymous information, i.e. information that does not relate to an identified or
identifiable natural person, or personal data that has been made anonymous in such a way that the person concerned cannot or can no longer
be identified. This Regulation therefore does not concern the processing of such anonymous data, including for statistical or research purposes".

"In order to determine whether a natural person is identifiable, all means likely to be used by the responsible person or another natural person
in general judgement to identify the natural person directly or indirectly should be taken into account. The technology and technological
development available at the time of processing shall also be taken into account.".




. p) =
What is personal data* )|Natuvion

Personal data is all information relating to an identified or identifiable el & oo
address
g  nhatural person
Name &
address

It is sufficient to have data that would theoretically allow you to —

draw conclusions about a certain person. It does not matter
whether one instance alone or a third party or several bodies regtstration
Q together could establish the identification. It does not matter
whether a real identification of a natural person has taken records

place or could take place to justify the classification of a date __
as personal.

meter
Membership of data
labour
organisation*

As a basic rule, all data that could contain unique information should be regarded as personal if they were not

generated themselves (and proven without personal reference).




Is there already a permissible change in data protection law regarding the
handling of personal data for test purposes?

) Natuvion

Change of purpose in handling personal data for test purposes

- | I |
1) Dealing with pers. Data for test purposes is generally SAP CRM | sapcam | sapcam
not covered by consent (§ 4a Paragraph 1 BDSG-alt; Dev. " Test ot . " Production
Art. 6 Paragraph 1 lit. a) GDPR). Consent is given for SYStem | Training. | svstem
specific purposes. Dealing with personal data for test e
purposes is regularly not covered by a consent.
- EN - EN
2) Dealing with pers. Data for test purposes is generally SAP SAP SAP
not required for contract fulfilment, e.g. in the ratio ERP /1S » ERP/IS > ERP/IS
"RU - company" (§ 28 para. 1 sentence 1 no. 1 BDSG- e rest A I I Production
alt; until 25 May 2018; Art. 6 para. 1 lit. b) DSGVO). system
Such contact is usually not connected with a
concrete implementation of the contract. For the
execution of the contract it is necessary to deal with
personal data. data for test purposes is not required : '
on a regular basis. No personal data may be stor.ed in SAP- test or prOjeC'F systems. All test
procedures are to be carried out with depersonalized data sets




Known challenges in depersonalization OlNatuvion

Common Challenges

0000000

Networked systems
Related systems must have a synchronous data status even after depersonalization.

Functions
The possibility of generating synthetic data and modifying key objects/numbers should be provided.

Completeness
All personal data (customer developments and add-ons) must be taken into account for depersonalization.

Integration with ILM processes
The integration to established information management processes must be given especially for reporting systems.

Speed
Performance during a system changeover/depersonalization is a decisive criterion for feasibility. The depersonalization must not have any
noticeable influence on the established processes.

Sustainability and complexity
An SAP system landscape is subject to constant change. Data structures are changed and new data structures are added which may contain personal
data. HANA and S/4 Readiness.

External systems / interfaces
Interfaces to non-SAP systems are subject to increased attention in connection with depersonalization. Problems in the testability/functionality of
the processes can occur at these points.



Sample scope of SAP ERP/CRM depersonalization

Relevant Fields with
Personal Data

ERP CRM B

M Standard Customer

W

Master Data

Names
Rule-based replacement, merging,
generation, deletion

Bank Connection
Rule-based replacement, generation,
merging of business customers, erasure

Date of Birth
Rule-based generation, setting of ranges,
deletion

Addresses
Centralized comprehensive address
assignment

Communications Structure
Rule-based replacement, merging,
generation, deletion

Service Provider
Rule-based replacement, merging,
generation, deletion

Transactional Data

SEPA Mandates
Consistent adjustment to master data

Returns/repayment request
Consistent adjustment to master data

Payment batch
Consistent adjustment to master data

Payment Program
Consistent adjustment to Master Data

CRM Activities and IS-U Contacts

) Natuvion

\I @* \\\\
NN . Q S~
So /// 070/ \\\\
- (/Sf/‘ efy S

Q

Customer Developmie.. A f/'of)

Automated content-dependent <
search of data fields with personal
reference

Inclusion of these fields in rule-
dependent field modification

Connection of non-SAP databases



Find 99% of personal data in your SAP systems O\Natuvion

0 Start of analysis

Tabellenname 1 |, bis [ “m
Projekt-ID NI1.800

Mindestmenge an Werten

Anzahl Hintergrundjobs

2

] -
USMOZ1_ACCOUNT it Oux we m ® .
USMOT]_ACCOUNT % Our w m * 0000337000
TEXT60 0 Owur w m & 79 3nd Equpment (DNt DORNG ) ACTUTRAILES Caprecaton - MOn vehon
it 20 Ok we m © OMce soupewnt Onirrg COTHMINE GoviT ¢ - AFS UnsaCured Bk Loues Iy
LML AST LLOuASen Fm ¢ OG0T AN IS GOON DI OO N0 0L 00 0 (e ekl

A

24 Hours “Installation result”

v
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Find 99% of personal data in your SAP systems )|Natuvion

Exemplary result of a search for personal data with SOPHIA

Search in Table
Number of hits

Runtime

[/NAZ/TDA FLD RES | Field analyze results

[4

[o

|Maximum no. of hits

500

& (N EELE DR &R E D S CER 0 [ ) S
B Project ID|Table |Field Name |Data element |Doma'n
N01.220E'] BUTO00 MC_NAME1 BU_MCNAME1 CHAR35

35 CHAR

2 oy g — -
| 0 resmve coass se AT Ao "l - . ®
(R — AV s Al A s ™ . .
L ~ e e : -~ : -
| Mo vew s A A s fan ™~ . .
| o AN 0 Wrase e S L sesolinend W Abbe o T T T T e e T e T T e T e T T T T T
| & o W i ©_ et D e % Co 20008 *ome WY _Asoe ey
|+ o cm © o e e = we0s Bt . st FANROT bt i Virrnage MONBOUGT LIET WAGHR W ot Wby s §apes “arrngd o Wnsedbe dge. Onnaree
| 1 o Wy O Owary " = e Y wa— AR UMD LA ORI, (A B M L S ERRCARDN A WA AU ) 0 MO & SR AROR F AR #18 F IO ALY SO S 01 LR U R O S e £ R T L RO SRR (0 ) S e
| 13 onc e Ot ey k) cene 3008 wrteam - PN WI0R, SRVE 2D TE N L SAEE A1 AVENGT T OROARDACRS" 3 AT S L AR AN DRI LI 000 L, LOCHS 13 “TIS WAAET BALT 300 CON VLT KDL T Y MEVIN 95 TR 7 ML AMSIWTA ROAD. BT
[ © - ware %" pems 30900 /P08 . " -
[ 0 w2 iy et % pans eaons v yiows N5 5 0 55, o o 5o o R 5 o 3 o P TP o o R 5 o B 5 5 5, 5 5, 5 70, 7, B it Objent Zuevding Bl ILM Otk Bestpibung
[ 14 o avemr g nane % P B st i
T O anmare e 'u - T o e CA_UPA Hechivierung von G bl spartnem
10 o aw o s naver % e vevs Ourtvee v PRUSEE SEPY 0000 Srtnge e DR #1005 oy 578 it Pt o i i B PARTHER Gechiipannernumme T BUPA v chivier ung von Geschatsgartnen
[ 17 o -y O Ty " S o 008 B8 e ow —
[ 00 o0 an Cvemaie WD LA ORIV A DT (™) = » * AD ADDRKHUM Adremnummes LA BUPA Jfechivierung von Gewhalspartnem
[ 10 wovoen -y _hon ety % o 000 wIvIm - " AR | § $99 ELICIRCINC) € SO0MY JIRIE SUOWM SO0 LEmONe J0urs A0 ADORHUIL T L P Fl_ACCRECY Dt e w9 e Y O LB
| ey Ay P " s sors B Pyt AMBART 58 ¥ Goas GUACY Faviliy VWSS SOME SARDES ARMARGHE LACLERG BT el ~ L ul
I rT— o — . T — - v - o o g rmgare o A0 _ADDRHUL Adrenn ummas FI_ACCPAYD Kraditoren Memmdeten
[B_RELNE G hA 0 A e B N e T i BLP& I P 9 o W (G b ST e
RTRAS ek ring
E_PROPERTY Eigentum
WEOHT_EK Eraguocn bomum mier
Table fields with personal Quantity structure of the Example contents of the table fields E_BELNE Sines Mnrachnusgbiel

data

Lngth DTyp  Dis.Vals Corr. tab Corr.field
10 BUT000 MC_NAMEL

|Corr.am0un|Example Status
102 BILANZKOORDINATOR STROM MULLER NATUVION NETZ GMBH MUSTERMANN NATUVION LIEFERANT GMB_ INCLUDE

) SODVEA Anabyre ORI DVOCY)

data as an indication of
relevance

found for convenient analysis

ILM objects in which the tables found
are used
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TDA System Demonstration

Natuvion

|
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Demonstration of the depersonalization of a business partner

Before and after view (address)

@ vel Q@ Snew
“% . Person anzeigen: 1000000016
03 [person  [Norganization [Yonppe FF € eh %P i oureinc Dot Bedehungen

)|Natuvion

4 P»M 3 Geschaftspartner 1000000016 & Edelfried Kher D-35489 Ahlum ‘\\
Arbeitsvorrat Arceigen in GP-Rolle GPartner aligemain v
Gidtighsitszeitraum 01.01.0001 - 31.12.999%9 v S/ S ~
Suche Geschaftspartner + S \ ~ S
i — v e T “® . Person anzeigen: 1000000016 . s j//” L
---‘m 1000000616 St B . : .
: - ﬁ e m Dm Dmm Dm 8 & 59 & Allgemeine Dsen Beziehungen ﬁ 6/77 eS/? So ~
~ N ~ <

| A WET. & o Sy M4 »M 3 Geschstspartner 1000000016 & Viiegand Gaus D-95188 Lssigau *\'O/GO GO' T~.
| O o 558 Prraeies = W Anzeigen in GP-Raolle GPartner alfigemein v & - al_ ‘,
! et s i S VS e GiRtigkeitszeitraum 01.01.0001 - 31.12.9999 v So Q /
| 1000000016 Edelfried Kier D-38489 Ahbum - ~. ,
| Suchbegriffe Suche Geschiftspartner ~ ,
1 Suchbegnift 112 nach Nummer o Adressibersicht  [dentifikation  Steueruny  Zahlungsverkehr  Status  Verwendungsnachwets  Ohne Titel S Vi
1 ___.ngm 1000000016 \\\,/
! Stanswdadresse X st Name
. B o Druckvorschau 1 Arveds Heer v
1 Swaberadresse ] (5P, 63, ¥ Vormname Wiegand
| Stralie/Hausourmmer Materriwed @G I“P e ?' 52 % Nachname Gaus
I Posmion 22492 : Akl 000000016 wnmmmgs D-95188 Issigau
1 »
| :::m :- Geutschiang ’ 8 3 -
: = ; ! Suchbegriff 1/2 GP ANONYMISIERT 1000000016
1 Postachadr 1
I Postéach _— = Standardadresse
| Postieitzahd i & Druckvorsthau
1 1 StraBenadresse
1 : ! StraBe/Hausnummer Am Berg 48

Transaction BP 1
1
. 1 Postieitzahl/Ort 95188 Issigau
. 1 Land Deutschland Region
1 : Zeitzone CET
1

1
: 1 Postfachadresse
------------ >‘<————————————————————————' Postfach
Postieitzabl
Keys can be completely anonymized

13



Demonstration of the depersonalization of a business partner

)|Natuvion

Before and after view (payment transactions)

" . Person anzeigen: 1000000016
M [Neerson [Norganisation [oppe BF @aeh P o0 “gemens Doten  Beziehungen
e rm 3 Geschaftspartner 1000000016 & Edelfried Kiier D-38489 Ablum
Arbeitsvorrat Anzeigen in GP-Rolle GPartner allgemein v @
Giitigheitszeitraum 01.01.0001 - 31.12.999% v I
Suche Geschiftspartner v
nach Numemer v Arschrift  Adressbersicht — Identifikation  Steuerung BRI DL Status  Verwendungsnachwels  Ohne Titel
GeschPartner 1000000016 P
Start  {F Bankverbindungen , S~
I Land  Bankschiissel Bankkonto KontrollschiUssel [8AN IBAN /I \\\
A ®05P. &, % 0001 DE 67292200 00001917156666 & DES6672922001917156666 / SO
P X <
1000000016 Edelfiied Klier D-33459 ¥, Person anzeigen: 1000000016 S~ Of ~o
S e Y RS
T [Nperson  [Norganisstion [JGnppe BF o e 5957 Alpereis Dot Beziehungen ‘\6/770/ S/?@O' o
~ \\
H <« ) EJ Geschafspartner 1000000016 & Wiegand Gaus D-95188 [ssigau ‘\\\@0 ~
Arbeitsvorrat Anzelgen in GP-Rolle GPartner allgemein & .o al‘e /I
Guitigkeitszeitraum 01.01.0001 - 31,12.99%9 gl Ui NS Vs
~
Suche Geschaftspartner v So I'
~
nach Nummer o Anschrift  Adressubersicht  Identifikation  Steuerung EFERNGOENSITSE Status  Verwendungsnachwvets  Ohne Titel S e /
GeschPartner 1000000016 =7
St Bankverbindungen
ID Land  Bankschitissel Bankkonto KontrolischiGssel IBAN IBAN Rcfefwm
R M B.sE, B 0001 DE 30056600 9395992050 & DEE8300566009395992050
1000000016  Wiegand Gaus D-95183 Issigau 2
7388 <>
FL Bankdaten... Anderungshistorie r  Giltigkeit Wechsel  Eintrag 1 von 1
Transaction BP

14



Demonstration of the depersonalization of a debitor

¥ . Debitor anzeigen: Allgemeine Daten
E'aAndem Debitor 3 Zusatzdaten Leergut Zusatzdaten DSD  Vertriebsbereichsdaten DSD  Zusatz Rechnul
- - @ vebitor 261 Andrew Willams ALBUQUERQUE
rTS
7 ~
Marketing = Exportdaten ’ S <
Il S ~
. - - ll SJ/ S ~
“¥ . Debitor anzeigen: Allgemeine Daten N /71‘/) 1
v S~ Q¢
Name Andrew Willams {(ianderer Debitor %3 [ 3 Zusatzdaten Leergut Zusatzdaten DSD  Vertriebsbereichsda.., \af)y 0 / S/e@
~
- -‘ebtor 261 Wolfdieter Rottleberode ™~ _ e 0(9 £
~

Suchbegriffe ! S~
Suchbegriff 1/2 B2C WILLIAMS 1 ELIEECRN Steverungsdaten  Zahlungsverkehr  Marketing  Exportdaten S

1

1
StraBenadresse !
StraBe/Hausnummer 1030 Rio Grande Boulevard 1030
Ortsteil BERNALILLO ! ‘ ~
Postleitzahl/Ort 87104 ALBUQUERQUE : Name Wolfdieter Rohmann
Land us USA Region EM 1 New

Steverstandort 32001 :>02 0 .

Transportzone 0000000003  Inland | Suchbegriffe

! Suchbegnff 1/2 ANONYM

1
Postfachadresse 1
Postfach 1030 : StraBenadresse
Postleitzahl . StraBngausnummer Odrelstrasse 19

1 Postleitzahl/Ort 6548 Rottleberode

1 "
Kommunikation 7 Land DE Deutschland Region o —

2001002¢

Sprache Englisch v Waitere § . — Steuerstandort 3200100201
Telefon 505-813-9577 Nebenstelle : ransportzone 0000000003
Fax Nebenstelle [ oo

1 Postfach

""""""" ""““"'““““““““'“‘ Postleitzahl

Before and after view (address)

Keys can be completely anonymized

Kommunikation

~

~

)|Natuvion

15



Demonstration of the depersonalization of a debitor ¢)/Natuvion

Before and after view (payment transactions)

@ . Debitor anzeigen: Allgemeine Daten
faAnderer Debitor 3 zj R
Debitor 2 Wilhelm Prenzlau
Adresse Steuerungsdaten Marketing I
Bankverbindungen RN
Land Bankschlissel Bankkonto Kontoinhaber K... L.. IBAN Wert / Thel
DE 10000000 9520775670 Karlgeorg Reil & DE13600577009520775670 / S‘\
- - - " y e _
@ . Debitor anzeigen: Allgemeine Daten S Sy ’72‘/7 o 1 .
< > NG, S/'? ~..
Bankdaten... RIT | 2zl ‘(Anderer Debitor & (8 N \'\O /@ ) @O' AN .
4 oy )
Debitor 2 Manhardt Berlin Sl 9 )/
S -~ /,
~ /7
Adresse = Steuerungsdaten Marketing S~
Bankverbindungen
Land Bankschliissel Bankkonto Kontoinhaber K... IL.. IBAN Wert
DE 30052600 9766285500 Oliver Kos PDE90300526009766285500
< > Geldinstitut
Bankdaten... 2% Zahlungskarten Synthetische Bank Kéln

16



Demonstration of a depersonalization of an employee

Before and after view (Address)

) Natuvion

Display Personal Data
—— e - — -ﬂ —————————————————————————— |
1
1
1
: ' Pers. No. 1528 ‘ Pers.Assgn 00001528 Skilled Worker Maintenance 1 6.~ | 47F -
: Find by Pers.No. 1528 Age 54 - S~
! - 82 Person EE group 1| Active Pers.ares 1300 Frankfurt E._v Teel
| (1] Collective search help EE subgroup DN| Monthly wage sarmer  Cost Center 4100 Technical Service 1 , S -
: + (i) Search Term Start 23.11.1958| To 31.12.9999 Chng |31.05.1995|LIMPERT N S 1//7[. S~o
I * (1] Free saarch o) Qs
1 - S~ S/ S ~
! Neme | Display Personal Data S~ /}7,0 /. < o .
: Tite My - o , \“606'1‘ ~
! Last name Dereser | &l L& 28 I S 9 !
I 1 SO /
] First name Sva 1 1A g =S o /
1 Name prafix L - 1 a \2”3“ |_||_|| i ||[ *  Pers. No. T 52 g Pers.Assgn | 00001528 Electronic Engineer Active - Ei M < /l
1 1 —— SO
| x . i | | Find by Pers.MNo. 1528 Age 48 ~ !
Farmstting Swvantie Daraser —

: : ~ 22 Person EE group [1] Active Pers.area 1300 Frankfurt
: Birth data : ! : GD Collective search he EE subgroup [ow] Monthly wage earner  Cost Center 4100 Technical Service I
I Btk Mlarea I * [ Search Term Start [23711.1958] To [31.12.9993| chng [14.05.2018[IANDRIORATE |
! 1 5 ﬂﬁ Free search
: Mame Prefix - : o
! Birthdate 22.11.1958 | | Name B
1 1 : -
| lmﬂw Garman - I C Title IMI’. I I I
| Matiarality Swedish - 1 o Last name Harnisch Title .
: : First name IHenning Initials
: Marital status/religion : | Name prefix ' -| Other title ' -|
: Mar.Status Single  + Since : ' Formatting IHenning Harnisch ISps—:}c.]‘orr’nat [oo]
! Ma. child. 0 1
: : | Birth data
: : Birth Name ' '
: : Name Prefix ' - Other title ' -
e e ,.4_ _____________________ I Birthdate 01.01.1970 Birthplace ' '

Language | German - Ctry o.birth ' Germany -

. . " T — | T = |l — |
Keys can be completely anonymized Tl s Coeroes
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Demonstration of the depersonalization of an employee

Display Bank Details

"3 B
% pers. No.
Pers.No.

Find by
| - 83 Person

-GﬂFreesearch

EE group
+ fif) Collective search help EE subgroup

’ Gﬁ Search Term Start

Bank details
Bank details type
Payee

Postal Code/City
Bank Country
Bank Key

Bank Account
IBAN

Payment method

Payment currency

Before and after view (payment transactions)

) Natuvion

1528 Pers.Assgn 00001528 Skilled Worker Maintenance I G end
1528 Name Svantje Dereser o
1 Active Pers.area 1300/ Frankfurt T~
DN’ Monthly wage earner  Cost Center 4100 Technical Service 1 T
01.01.2002 31.12.9999 Chng 09.06.1995 LIMPERT l/I \*\\
' Vhe, ~~<
| Display Bank Details h Se /72‘6@ LS ]\
Main bank ' _ N, Sy TS
- e a ~. p/ @Ol .~
Svantje Dereser | [ 28 ‘~\\90 ~
A Frankfurt @@' DD' [ *  Pers. No. T hs28] Pers.Assgn [00001528 Electronic Engineer Active ~ R efé’ /
ot xS Find by Pers.No. 1528 Name |Eenning Harnisch S0 - /I
10050000 = 28 Person EE group [1] Active Pers.area [1300] Frankfurt ~o - ,/I
51354132 . ﬂﬁ Collective search he EE subgroup [Dn| Monthly wage earner  Cost Center 4100 Technical Service I
* (i) Search Term Start [01.01.2002] to [31.12.9999| Chng [09.06.1995|LIMPERT '
U Oberweisung G ﬂﬁ Free search
| Bank details
EUR Euro (EMU currency Bank details type [ Main bank -
Payee IHenning Harnisch
Postal Code/City [7o0111 |Stuttgart '
Bank Country | Germany - |
Bank Key 60052100 | Synthetische Bank Stidwest FGHIDEO2
Bank Account [0464517930 '
toAN | (%]
Payment method [o] Uberweisung -
Purpose '
Payment currency EUR Euro (EMU currency as of 01/01/1999)

18



Demonstration of the depersonalization of a business partner in Business

Warehouse

)|Natuvion

Enabysis
ﬁ Hierarchie = F. Bedrgte Formatierumg = [ g Kreuztabelle - Il Diage
e & = | Kennzahlen - Heue Teilen - = Formateorlsgen -
sichuslisieren - & Ergebnnie -
Dl nguiic Akissnier Dakeruna byie A Fermal
Al - 2 TS
s ~
A -] < (1] F G H I 1 K L 5] M (=] P Q S o
1 | | Geschiftspartner | 1000000002 S~
2 Dir. Sophie Fischer S S e -
3 S = Datei Start Einfiigen Seitenlayout Farmeln Daten Uberpriifen Ansicht Data Manager J/Ofb ‘
4 GF1 Vorname Sophie : S e
5 BAS: Drt Walldorf & | 5k Anlegen Riickgéngig Parameter & Variablen Elemente [ )N - e/); S/ RN N
L |"'S: ELEpece rlC]| FEIT == ll‘ Meu laden Wiederherstellen Filtern - Kennzahlen~ = == Meue Z\eﬁt\ p/@ d SN ~
7 |B.I.5: Strale \altrottstrabe Datenquelle Alles _ ) ) o Verbinden ) _ ] ~ < 0 ~ \
8 Kalenderjshrf-monat BAS: Hausnummer |2 einfigen - aktualisieren ~ Hinzufiigen o Meldungen Sortieren Ergebnisse = Zellen formatiergis - e )
] rlj!_]l:llﬁ Bestraag variak=sl EUR .85 Datenquelle Aktionen Datenanalyse Verbinden Anzeigen ForrFa'b ~ /
10 [oz.2016 Betrag variabel ELR 93.41 > )/
11 022018 Betrag variabel EUR] 99,85 Al v A . ’
12 [oa.2018 Betrag variabel ELR 95,61 S/
13 [o5.2016 Betrag varnabssl EUR| 5.85 & E € E E 1l i | , o | | = | M | N |
14 o5, 20185 Besrag variabesl ELR| T 1 Geschaftspartner 1000000002
15 [o7.2016 Betrag variabesl EUR 99,85 2 Herbert Klein
16 [om.2016 Betrag vanabel EUR ¥3.85 2] GP: Nachname Klein
17 092018 Betrag vanabesl EUR 5.6 4 GP: Vorname Herbert
18 N10.2016 Betrag variabel ELR 93.85 5 BAS: Ort Karlsruhe
15 :::I.!l:l:lﬁ Betrag vanabel EUR 5.6 6 BAS: PLZ (geo-rel.) (76133
=l :z'mu SeREg (e =i s 7 BAS: Stralle Gartenstralfe
21 [o1.2017 Betrag varnab=sl EUR| 5.85 N
8 |Kalenderjahr/-monat BAS: Hausnummer (10
. . . . 9 [01.2016 Betrag variabel EUR 99.85
Before and after view (invoice reporting) 10022018 e — o esar
11 [03.2016 Betrag variabel EUR 99.85
12 [o4.2016 Betrag variabel EUR 96.61
13 [05.2016 Betrag variabel EUR 99.85
14 [06.2016 Betrag variabel EUR 96.61
15 [07.2016 Betrag variabel EUR 99.85
16 [08.2016 Betrag variabel EUR 99.85
17 [09.2016 Betrag variabel EUR 96.61
18 [10.2016 Betrag variabel EUR 99.85
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Introduction of depersonalization

The solution can be implemented within a short and manageable project framework

)|Natuvion

Conception

Testing

Individualize

Golive

Operation

(Service/Rent/Purchase)

= Functional presentation of
data depersonalization

= Definition of relevant rules
and requirements

Software delivery

Execution of the necessary
standard customizing settings
Creating sets of rules and
variants

Single test and validation

Specification of additional
sets of rules or selection
characteristics
Characteristics of customer
developments/tables
Adaptation of the variants
Implementation of the
operating model

Test management

Test realization

Go-live

Certification & Acceptance
(optional)

On-Demand-Service
(Execution of the
depersonalization by
Natuvion - license-free -
service fee)

Independent operation and
maintenance (software rental
or purchase)

. O e TR R OO TR TTI———————~

Scope

Test Environment

Customization

Start Regular Business

Operative Business

Project Runtime: 2 — 4 Weeks 1 Day/Implementation

20



Depersonalization with Natuvion's certified solution TDA ﬂ!Natuvion

1. GDPR compliance by depersonalization of data in test, training and quality systems.
2. Depersonalization of productive reporting and big data systems.

Overview of Functionalities

. Depersonalization of SAP and non-SAP systems
(anonymization & pseudonymization)

Templates and Availability

* Compatible with NW 7.0 or later systems

* Runs on all SAP Business Suite Systems

* Predefined data models for SAP ERP

* Predefined data models for SAP IS-U /IS-H / IS-R / IS-T / Banking
* Predefined data models for SAP FI-CA

* Predefined data models for SAP SRM / SCM

* Predefined data models for SAP CRM

* Predefined data models for SAP HCM

* Predefined data models for SAP BW

* Training material in EN/ DE

. Depersonalization of Business Warehouse Systems

. Integration (Trigger) with SAP ILM - Blocking and Erasing for
SAP BW

. Restricted use also in productive systems

. Designed for extremely large data volumes (BW systems,
mass data systems, big data)

. Data conversion across system boundaries - Synchronous

data determination and pseudonymization

. - . * Qver 100 productive installations
. Economically & legally certified solution P

. Automatic determination of data with personal reference

Contact us for more info on how we could carry out a test installation or a proof-of-concept for you!




SO P HIAsupports you in identifying data with a personal reference and O!Natuvion
offers a wide range of processing options

Find 99% of personal data in your SAP systems AN
= 'f@/}, e
Overview of Functionality Why do you need Sophia? ?@/,%
< Tog, .
h [‘@ Y
< Covers all SAP system landscapes *  Sophia drastically reduces the effort involved in introducing a N
depersonalization strategy ~-!
. Covers all data/fields with personal reference (customer tables,
table field enhancements,...) *  Sophia provides the basis for the introduction of a data life cycle
strategy
. Combination of DDIC-based structure search and
semantic/content-based search *  Sophia helps you to identify the scope of the information
. Data scan: finds all table fields that contain “suspicious" data ‘ Sophia helps to prioritize the topics of her GDPR/Data Privacy
(direct and indirect personal reference) Strategy
*  Content scan: finds table fields with direct personal reference, * Sophia delivers substantiated results within the framework of
based on the content compliance audits and controls

. High performance parallelization

Sophia drastically reduces manual effort in data protection projects by analyzing and automatically identifying all

personal data in a system/system landscape
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SAP & Natuvion’s Solutions offer an Effective Data Governance Model OINatuvion
Solution Roadmap

There are 99 articles, about 80 new requirements and many technical solutions. The following Natuvion Solution Roadmap sheds light and
helps you to select the right solutions.

Extensive real data in

Historical Data in Extensive database from . . . Customer enquiries for the Conformal and age-dependent
. . project/test and training . . . .
Production Systems process execution systems provision of information consent
Natuvion DCS SAP ILM Natuvion TDA Natuvion DDI SAP Consent Repository
(Data selection and data deletion) (Data locking and data deletion) (Depersonalization of systems and data) (Data information and search) (Collection & processing of consent)
SAP LT 2.0 SAP RAL & SAP Ul Logging Natuvion EDA SAP IRF SAP Customer Data Cloud (GIGYA)
(Data selection and data deletion) (Data Access Logging & Monitoring) (Test data generation and duplication) (Data information and search) (Collection & processing of consent)
SAP Archiving SAP Ul Masking SAP TDMS
(Data selection and data deletion) (Data Masking / Blocking) (Pseudonymization of systems and data)
SAP ILM Decommissioning SAP RAL / SAP Ul Logging
(System replacement) (Data Access Logging & Monitoring)

Test and project systems only

Personal m | f irati iti i . .
ersonal data must be deleted after expiration of the legitimation T e s e

Structured, IT-supported process processing

==

Blocking and implementation Depersonalization training and Right to information about Consistent Use of Consent &
of continuous data mgmt. test system personal data Consent

Deleting historical data

Fields of Action
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We support you with our profound and certified expertise in the area of (NNatuvion
Data Privacy, Protection & Governance

The following overview shows a (small) excerpt of our TDA & SOPHIA customers

e on VATTENFALL = O
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Approaching GDPR | 13 Steps you Need to Take )|Natuvion

o
oa
1. 3. D9' )
Individual Rights ata ey
AVEITEIEES Protection Officer g'
>
12. =
2. 7. Auditing &
Register of De-ldentification regular review
Procedures

5. 10. 3
) D
Data Processing Monitoring & )
] <
on Behalf Deadlines %
4 8. PIA & 13.
. Privacy by Design/ Data Transfer
Data Privacy Manuel Default to non EU countries
11. 5
6. Data Protection o
Consent Authority %
>
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Experiences & Challenges ()/Natuvion

De-

Personalization

Completeness, toM’s

Identification Intesri :
. .. . grity, Performance Access Control. Risks
Prioritization Systems, Personal )

Awareness, Systemes, Data, ILM Analysis, Measures
Fields of Action, Interfaces A

Gaps, Risk...

& Permissions, IT

Target

Operating
Blocking & I Model

Deletion Data Privacy AT

: Information Maintenance,
Matrix, Culture hemzes

Data Types, Data SCOpe, Operations, Awareness, Training' Monitoring

Status, Data Model, Category, Sources, Work
Implementation & Recipients ...

Test
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' Questions and Answers

Plenums discussion

Tempest



Contact us!

Patric Dahse

CEO
T+49 151 171 357 02

patric.dahse@natuvion.com




