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Artificial intelligence?






Artificial intelligence

Generally intelligent machine that can learn and
make decisions independently, based on inputs from
its environment — without human supervision



Machine Learning



Machine Learning

Field of computer science that gives machines the
ability to find patterns in vast amounts of data, by
sorting them and acting on the findings.
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o Upload and label images
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How AutoML Vision  works

o Train your model

AutoML Vision

o Evaluate
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Al and ML will help/do help my organization Al and ML will help/do help solve my
detect and respond to threats faster organization's cyber skills shortage

) B Strongly disagree
B Strongly disagree
) W Somewhat disagree
B Somewhat disagree
) ) Neither agree nor disagree
Neither agree nor disagree
B Somewhat agree
B Somewhat agree
M Strongly agree
W Strongly agree

N =900 N =900

(esyy - Results of ESET survey carried out by OnePoll



Have you/your organization implemented a Does your organization have plans to use ML in
cyber security product that uses ML? its cyber security strategy in the next 3-5 years?

m Yes m Yes
m No m No
Don't know Don't know
N =900 N =159

e R Results of ESET survey carried out by OnePoll



Al will/would increase the number of attacks my
organization will have to detect and respond

ENJOY SAFER TECHHOLOGY

Strongly disagree
Somewhat disagree

= Neither agree nor disagree
/ 1 don't know

= Somewhat agree

m Strongly agree

N =900

Results of ESET survey carried out by OnePoll

Al-powered attacks will be more difficult to

Strongly disagree
Somewhat disagree

= Neither agree nor disagree
/ I don't know

m Somewhat agree

m Strongly agree

N =900



Adversarial Use of
Machine Learning



Improved
Spam



Spam in the “old days”

Domu

“Darling customer,”

“This is your functionary notify by Ceska Sporitelna to member service pay attention under...”

Predesly oznameni mit been poslany aZ k clen urcity Zaloba Dotyk pridelil a2 k tato tcet.
Ackoliv clen urcity Bezprostredni Dotyk , tebe musit obnovit se clen urcity sluzba dat pozor pod ci ono vule byt
Obnovit se Ted tvuj SERVIS 24 Internetbanking.

SERVIZ: SERVIS 24 Internetbanking
SKONANI: Leden, 27 2008

Byt zavazan tebe do using SERVIS 24 Internetbanking. My ocenit tvuj obchod a clen urcity prileZitost az k slouz

Ceska Sporitelna Sluzba tcastnikum

EE S S F S R FFF F I SR R E RSN

DULEZITY Sluzba tcastnikum HLASENI



Low-quality Spam Today

MU  Mrs. Ursula Alice Walton <tad@viquel.fr>

Tao

“My dear recipient,”

“I am sure that this post would be a surprise as we never before and before...”

“After the death of my husband, | was in a life of my life and | had a good time...”

Po smrt1 mojho manzela som bol v zivote svojho zivota a ja som mal dobry cas. , ale pred smrtou mojho m:
privilegovanych rodinnych prislusnikov a blizkych priatelov, a je to tak nestastne, ze moj manzel dnes :
svojho neskoreého manzela a ja.

V sucasnosti mam takmer polovicu nasho majetku v niekoTkych charitativnych domoch a v niektorych krajin:
jednotlivcovi, predtym sme sa v zivote nestretli, pretoze sme boli este mladi v zivote, dostaneme anonyr



From: ACG GmbH & Co. KG <f.brunner@acg-technologies.de>
Sent:

Pane,

Moja kolegynia, ktora ma tuto objednavku vybavovat, je na dovolenke.

Chcem potvrdit idaje v tejto fakture od vas, pred jej odovzdanim na nade oddelenie Gétovnictva.
St podraobnosti ic¢tu na priloZenej faktire vase spravne bankové udaje?

Ak existuje nejaka chyba, ktorad potrebuje opravu v tejto faktire?

Potvrdte kéd IBAN a swift kod.

Ak by existovala akdkolvek existujica dohoda, dajte mi vediet.

S Pozdravom.

(Alexander Renga)

—

[ ]
Subject: INVOICE-RFQ-0094-8002-008-0018LT F I I eco d e r

Clumsy language,
yet grammatically
correct

ACG GmbH & Co. KG > Stolen logo of a legitimate business

ACG GmbH & Co. KG

Automation Co & GmbH, > Actual address of a legitimate business

Erlenstrale 2,
60325 Frankfurt am Main,




Customization of malware
~according to the target’s
environment
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of available modules: & |

Module
Module
Module
Module
Module
Madule
Module
Module
Module
Module
Module
Module

AvTrust
description: Antivirus Trusted Module v2.8

name:
name: CockieGrabber

description: Cookle Grabber w&.2 {no mask)
FFCH

description: FF&Chrome relinstall xg4-xB6 |

name .

name: FtpGrabberZ
description: Ftp Grabber vZ.8

hame: HOOKER
description: IE & Chrome & FF 1lnjector
hame: WYNC IFSE

description: WNC IFSE x64-xB6
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Victim 1

|

Victim 2

[

Victim 3
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Ramnit

INFO] Mumber of awailable modules: &
INFD] Module name: AvTrust

Number
Module
Module
Module
Module
Module
Module
Module
Module

of available modules: 4

name: AwTrust

description: Antivirus Trustec
name: CookieGrabber
description: Cookle Grabber wi
name: HOOKER

description: IE & Chrome & FF
name: WYHC

description: WNC (23 port) X6

INFO] Module description: IE & Chrome &
INFO] Module name: WNC IFSE
INFO] Module description: WNC IFSE x64-

[

[

[INFO]

[INFO]
[INF olINFO]
(1ol LHFO]
[INFO[INFO]

[INFO]
[INFO[ yeo]
[INFO[1hEa]

[INFO]

[

[

[
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C&C
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‘Malware protecting itself
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Victim

12 Task Manager

File Options View

Processes Performance App history Startup Users Details Services
- 5% 56%

Name CPU Memory

Background processes (89)

[@) 64-bit Synaptics Pointing Enhan. 0% 06 MB
9 Active Protection System 0% 0.1MB
T Adobe Acrobat Update Service 0% 0.2 MB
[ Application Frame Host 0% 79 MB
[®9 Auto Scroll Start Service 0% 0.3 MB
iﬂ} BACK Monitor Application (32... 0.1% 6.6 MB
@9 Camera Mute Control Service fo... 0% 0.7 MB
[ COM Surrogate 0% 13 MB
@ Communications Utility launche... 0% 14MB
B cortana (2) 0%  1126MB
[# CTF Loader 04% 17MB
[#5 Device Association Framework .. 0% 0MB
[#5 Device Association Framework ... 0% 1.1MB
[ ESET Enterprise Inspector Agent 0% 220MB
@ ESET Main GUI 0% 48 MB
[# ESET Management Agent Modu... 0% 11.1 MB
[# ESET Service (2) 0% 341 MB
W) flux (32 bit) 0% 25MB
E Groove Music 0% 0.1MB
RN - - . PRV

Fewer details

0%
Disk

0 MB/s
0 MB/s
0MB/s
0MB/s
0MB/s
0MB/s
0MB/s
0MB/s
0MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0MB/s
0MB/s
0MB/s
0MB/s
0MB/s
0MB/s

0%
Network

0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

1%
GPU

0%
0%
0%
0%

0%

GPU Engine

End task

Return proclist +

Attacker’s
C&C
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Victim

Command/ Command/
\ Binary module Binary module

e
Victim Command/ Attacker’s
Binary module C&C
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Victim Binary module



12 Task Manager
File Options View

Processes Performance App history Startup Users Details Services

5% 56%

Name CPU Memory
Background processes (89)

[@) 64-bit Synaptics Pointing Enhan. 0% 06 MB

9 Active Protection System 0% 0.1MB

T Adobe Acrobat Update Service 0% 0.2 MB

[ Application Frame Host 0% 79 MB

[®9 Auto Scroll Start Service 0% 0.3 MB

Fewer details

0%
Disk

0 MB/s
0 MB/s
0MB/s
0MB/s

0MB/s

0%
Network

0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

1%
GPU

GPU Engine

Rett Quit/Sleep

Eer|

Attacker’s
C&C
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12 Task Manager
File Options View

Processes Performance App history Startup Users Details Services

- 5% 56% 0% 0% 1%
Name CPU Memory Disk Network GPU
Background processes (89)
[@) 64-bit Synaptics Pointing Enhan. 0% 06 MB 0MB/s 0 Mbps 0%
9 Active Protection System 0% 0.1 MB 0 MB/s 0 Mbps 0%
T Adobe Acrobat Update Service 0% 0.2 MB 0 MB/s 0 Mbps 0%
[ Application Frame Host 0% 7.9 MB 0 MB/s 0 Mbps 0%
[# Auto Scroll Start Service 0% 03 MB 0 MB/s 0 Mbps 0%
.ﬂ} BACK Monitor Application (32... 0.1% 6.6 MB 0MB/s 0 Mbps 0%
[ Camera Mute Control Service fo... 0% 0.7 MB 0MB/s 0 Mbps 0%
[ COM Surrogate 0% 13 MB 0 MB/s 0 Mbps 0%

Fewer details

GPU Engine

End task

Re Command/
Binary module

Attacker’s
C&C




A few days later...

12 Task Manager
File Options View

Processes Performance App history Startup Users Details Services

- 5% 56%

Name CPU Memory

Background processes (89)

[@) 64-bit Synaptics Pointing Enhan. 0% 06 MB
9 Active Protection System 0% 0.1MB
T Adobe Acrobat Update Service 0% 0.2 MB
[ Application Frame Host 0% 79 MB
[®9 Auto Scroll Start Service 0% 0.3 MB
LHJ BACK Monitor Application (32... 0.1% 6.6 MB
@9 Camera Mute Control Service fo... 0% 0.7 MB
[ COM Surrogate 0% 13 MB

Fewer details

0%
Disk

0 MB/s
0 MB/s
0MB/s
0MB/s
0MB/s
0MB/s
0MB/s

0MB/s

0%
Network

0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

1%
GPU

GPU Engine

End task
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RetL Quit/Sleep
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Al-powered malware vs.
loT -



Malicious ML vs loT @®
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Malicious ML vs loT




Internet of ICS Targets

@ET Data source: Shodan

51.68%




Internet of ICS Targets
\ Y

@ET Data source: Shodan




ESET Augur



Machine Learning in ESET

Neural DNA
Networks in Detections
product (Online ML)
©® @
1998 2005
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DNA Detections

* Complex definitions of malicious behavior and malware
characteristics

mw\ * Contain much more information than the indicators of
compromise

* Single well-crafted DNA Signature can detect tens of
thousands of related samples



Swizzor Detections

100%

90%

e 5.000.000 unique hashes
e 186 different detections
1 DNA detection covered
500.000 variants

40%

0% e A
DA P U A S I NI RN R R N BB I N U S S\ BN SN TN IR IR\ N\
S F I N FE P Y I I I FFI FHQFF I TP I HFSIHNF SIS
FTFFTTFTFTFTIT T T T ITITFTFTFT T T EFEF PPN
DT AT AT AT A AR DT DT AT AT AT DT DT DT DT DT AR DT DT DT DT DT DT AT AT DT DT DT DT AT AR DT



EET Technology

Conference

ESET DNA Detections

Learned




Machine Learning in ESET

Algorithm placing

Neural DNA Expert system
Networks in Detections for mass samples on the
product (Online Learning) processing map
@ @ L @
1998 2005 2006 2012
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- >
Deep Belief Metworks (DEN)

“/—‘1\ Gaussian Naive Bayes
- - Deep Learning / ' Multinomial Naive Bayes
Convolutional Neural Network (CNN) 7 | :
| \ \ Bayesian Network (EN)
Stacked Auto-Encoders \ / ' — )
i Classification and Regression Tree (CART)
Random Forest 7 — :
) . i ™, [ Iterative Dichotomiser 3 (ID3)
Gradient Eoosting Machines (GEM) | \ 7
: | I cas
Boosting | -
B C5.0
Bootstrapped Aggregation (Bagging) Ensemble \ Decision Tree ) . . .
\ / Chi-squared Automatic Interaction Detection (CHAID)
AdaBoost ) ;
Stacked Generalization (Elending) /| oo ' /
] \ \

. | Decision Stump

\

Conditional Decision Trees

Popularity and availability of
machine-learning algorithms

-

Cubi /] R | Mixture Discriminant Analysis (MDA)
ubist fo Ly
—_— F Ly ' Quadratic Discriminant Analysis (QDA)
One Rule (OneR) | / ) » : — :
—————— | Rule System Vi { by ' Regularized Discriminant Analysis (RDA)
Zero Rule (ZeroR) _,?7 Loy ! - — -
_ : | Loy !\ Flexible Discriminant Analysis (FDA)
Repeated Incremental Pruning to Produce Error Reduction (RIPPER) / R D — -
] ] \ \_Linear Discriminant Analysis (LDA]
Linear Regression f Vo :
. — Vo k-Nearest Neighbour (kNN)
Ordinary Least Squares Regression (OLSR) | / -
~ / b
Stepwise Regression | _ / \
o . i - Regression /
Multivariate Adaptive Regression Splines (MARS)

\ ." Learning Vector Quantization (LVQ)
\\_Instance Based |- —
\ . Self-Organizing Map (SOM)
Locally Estimated Scatterplot Smoothing (LOESS) ¥

\_ Locally Weighted Learning (LWL)
k-Means
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ESET’s database of correctly labelled
samples
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Machine Learning Engine
ESET Augur
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How Augur processes data

CODE ANALYSIS EXT::;ITIL(’)T\IEAND NEURAL NETWORKS PROBABILITY
_’ (DISASSEMBLY) (LSTM & DEEP LAYERS) VALUES
VECTORIZATION
NEURAL NETWORKS PROBABILITY — 1 > CONSOLIDATION 5 FINAL DECISION
(LSTM & DEEP LAYERS) VALUES
L
EMULATION & DNA GENES
DATA ANALYSIS (FEATURES)
MULTIMODEL PROBABILITY
(6 CLASSIFICATION VALUE
MODELS) S
— ADVANCED | o
ANALYSIS MEMORY ANALYSIS i
& EVALUATION

(es[El)



Test of Older (March 2017) Augur Model

Malware Detection ratio Number N:arpnbpﬁgff
(May 2017 June 2018) of samples detected by Augur
NotPetya 98.8 86 85
BadRabbit 100 20 20

Crysis 100 30 30
WannaCryptor 100 67 67

(es[D) i



Limits of Machine
Learning



Training Set
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False Positives

* Malware may break business

(ransomware)
* False positive will break business

(OS, Files, IP/URLS)

Y

You're
pregnant




Silver Bullet?
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Ransomware In-product
Botnet Shield Sandbox

Protection

Cloud Malware g

Protection System Advanced @
Memory
Scanner

UEFI Scanner

Dna Detection

Network Attack

Exploit Blocker e Protection
@ PRE EXECUTION
Reputation EXECUTION

& Cache ® POST EXECUTION



What is Al and ML

How is Al/ML
implemented in ESET
products

How could attackers use
Al/ML against their victims
in the future

Available on
WeliveSecurity.com or via
our PR gurus
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CAN ARTIFICIAL CIAL
INTELLIGENCE CE
POWER FUTURE URE

MALWARE?




~Juraj Janosik
Head of Al/ML Team

Ondrej Kubovic

Security Awareness Specialist



