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Artificial intelligence?





Artificial intelligence

Generally intelligent machine that can learn and 
make decisions independently, based on inputs from 

its environment – without human supervision



Machine Learning



Machine Learning

Field of computer science that gives machines the 
ability to find patterns in vast amounts of data, by 

sorting them and acting on the findings.



1950s

Machine Learning



2000s



Today
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Artificial Intelligence Machine Learning

*via Google Trends

Search Trend*: Artificial Intelligence vs. Machine Learning
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Strongly disagree
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Somewhat agree

Strongly agree

N = 900

2% 4%

18%

44%

32% Strongly disagree

Somewhat disagree

Neither agree nor disagree

Somewhat agree

Strongly agree

N = 900

AI and ML will help/do help my organization 
detect and respond to threats faster

AI and ML will help/do help solve my 
organization's cyber skills shortage

Results of ESET survey carried out by OnePoll
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16%

2%

Yes

No

Don't know

N = 900

53%

23%

24%

Yes

No

Don't know

N = 159

Does your organization have plans to use ML in 
its cyber security strategy in the next 3-5 years?

Have you/your organization implemented a 
cyber security product that uses ML?

Results of ESET survey carried out by OnePoll
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21%
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28%
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Neither agree nor disagree
/ I don't know

Somewhat agree

Strongly agree
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4%
7%

18%

40%

30% Strongly disagree

Somewhat disagree

Neither agree nor disagree
/ I don't know

Somewhat agree

Strongly agree

N = 900

AI will/would increase the number of attacks my 
organization will have to detect and respond 

AI-powered attacks will be more difficult to 
detect

Results of ESET survey carried out by OnePoll



Adversarial Use of 
Machine Learning



Improved 
Spam



Spam in the “old days”

“Darling customer,”

“This is your functionary notify by Ceska Sporitelna to member service pay attention under…”



Low-quality Spam Today

“My dear recipient,”

“I am sure that this post would be a surprise as we never before and before…”

“After the death of my husband, I was in a life of my life and I had a good time…”

“GOOD NEWS”



Spam today & machine learning

Clumsy language,
yet grammatically 

correct

Actual address of a legitimate business

Stolen logo of a legitimate business

Filecoder



Customization of malware 
according to the target’s 

environment



Ramnit

Attacker’s 
C&C

Victim 1

Victim 2

Victim 3



1

2

3

4

5

6



Ramnit

Attacker’s 
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Ramnit

Attacker’s 
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Victim 2
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Malware protecting itself
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Return procList + 

Attacker’s 
C&C

Victim



Command/
Binary moduleVictim

Victim

Victim

Victim

Command/
Binary module

Command/
Binary module

Command/
Binary module

Attacker’s 
C&C



Return procList + 

Researcher/
Honeypot

Quit/Sleep

Attacker’s 
C&C



Return procList + Command/
Binary module

Researcher/
Honeypot

Attacker’s 
C&C



Return procList + Quit/Sleep

A few days later…

ML?

Researcher/
Honeypot

Attacker’s 
C&C



AI-powered malware vs. 
IoT



Malicious ML vs IoT

ML



Malicious ML vs IoT

ML



Internet of ICS Targets

Data source: Shodan



Internet of ICS Targets

Data source: Shodan



ESET Augur



1998

Neural 
Networks in 

product

2005

DNA 
Detections
(Online ML)

Machine Learning in ESET



DNA Detections

• Complex definitions of malicious behavior and malware 
characteristics

• Contain much more information than the indicators of 
compromise

• Single well-crafted DNA Signature can detect tens of 
thousands of related samples variants
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Swizzor Detections

• 5.000.000 unique hashes
• 186 different detections
• 1 DNA detection covered 

500.000 variants



ESET DNA Detections



Expert system 
for mass 

processing

Algorithm placing 
samples on the 

map

1998

Neural 
Networks in 

product

2006 20122005

DNA 
Detections

(Online Learning)

Machine Learning in ESET



Big data 
and cheaper hardware



Popularity and availability of 
machine-learning algorithms



ESET’s database of correctly labelled 
samples



Deep 
Learning

LSTM

Classification 
algorithms

Neural 
Networks

Machine Learning Engine 
ESET Augur



How Augur processes data



Malware
(May 2017 June 2018)

Detection ratio Number 
of samples

Number of 
samples

detected by Augur 

NotPetya 98.8 86 85

BadRabbit 100 20 20

Crysis 100 30 30

WannaCryptor 100 67 67

Test of Older (March 2017) Augur Model



Limits of Machine 
Learning



Training Set



Math can’t solve everything

Alan Turing Bombe



Intelligent Adversary



Intelligent Adversary



Intelligent Adversary



False Positives

•Malware may break business 

(ransomware)

•False positive will break business 

(OS, Files, IP/URLs)



Silver Bullet?





• What is AI and ML
• How is AI/ML 

implemented in ESET 
products

• How could attackers use 
AI/ML against their victims 
in the future

• Available on 
WeLiveSecurity.com or via 
our PR gurus



Juraj Janosik
Head of AI/ML Team

Ondrej Kubovic
Security Awareness Specialist


