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Patch your S#1t!

(Except if the patch breaks your app)



Scan for vulns!

(Only if you like bad news)



Review your code!

(Because DEVs have lots of free time)



Use modern frameworks!

(But don’t touch that legacy apps)



Application security is hard.

(But only if you focus on the apps)
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Typical Web Traffic

Humans Good Bots Bad Bots

https://www.incapsula.com/blog/bot-traffic-report-2015.html
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The App + F5 Anti-BOT 

SDK handshakes with 

the  Advanced WAF 

(AWAF)

Signed request to the 

Backend App 

Anti-Bot 

collects the 

relevant data 

and signs the 

requests 

The AWAF completes 

initial handshake

User opens  

mobile 

application

The AWAF validates 

and forwards the 

request

Attacker







Credential Stuffing - Mitigation





Attacker

The victim is infected 

with malware

The victim makes a secure 

connection to a web site

This triggers the 

malware

The victim enters data 

into the web form

This content can be 

stolen by the malware

The victim submits 

the web form

The information is encrypted 

(SSL,TLS) and sent to the web 

server

The information is also sent 

to the drop zone in clear text

Web Site

Victim

Drop 
zone



The device is already 

infected with malware
The user enters the 

credentials

LTMBIG-IP LTM + DataSafe

Web application

The user requests a 

logon page

DS uses the private key to 

decrypt the password field

The malware sends the 

content to the drop zone

The hacker is unable to 

decrypt and therefore 

unable to use the content

Attacker Dropzone

Victim




