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Threat response si bez pomoci
stroju za par let uz nebudeme
umet predstavit.

Milan Habrcetl, Cisco Cyber Security Specialist

Judgement Day 13, November 8™, 2018
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We Keep Your Network Safe

Industry-leading threat intelligence with the largest threat detection network in the world.
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Visibility

Threat Blocks

@

DO D

600 Billion 16 Billion 3.4 Billion
Email Samples Web Requests AMP Queries

19.7 Billion Threats Blocked DAILY

7.5 Billion
Total World Population About 2,5 threats per person

EVERY DAY
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A New Era of Digitization...

Brings a New Era of Security Challenges

Workloads are

More IoT devices |
moving to the cloud

connect everyday

Expanded attack surface

Loss of control

Mobile workers with
many devices

Numerous &
persistent threats

High likelihood of a breach

Loss of visibility
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Get the Full Picture with 360° Network Visibility

Scale visibility
across all network
traffic, encrypted or
decrypted

See user and
device detalls
for actionable
Intelligence

Use Stealthwatch security
analytics to detect threats
using the data within your

network

Use Identity Services
Engine to gather context
that is shared across
security and networking
products
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Automatically Segment your Network with Software-Define

Access

Simplify
management

at scale
Reduce the attack

surface and contain the
Impact of breaches

Use the DNA Center to
adapt your network
automatically through a
single pane of management

Use the Identity Services
Engine to limit breaches with
scalable micro-segmentation

based on security classifications,
not IPs




Intelligently Detect and Respond Faster
with Rapid Threat Containment

Seamlessly integrate
advanced threat solutions
Into your network

Cisco security solutions and
3rd-party security products
seamlessly integrate with ISE to
immediately respond at the time

Automatically respond to
detected threats

The Cisco Network offers the
only end-to-end security-to-
network solution, purpose built to
automatically contain threats
using software-defined
segmentation.

of a security event.
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Use dynamic policy and access control

® &

Mobile access BYOD Enable Threat Compliance Scaleable Policy
control loT containment adherence segmentation management
Enforce consistent Control who gets on Simplify network segmentation
policies with centralized your network using with a

control secure access software defined approach



Increase automation across your network
Services

Apps @ @ Tools
Devices e @ Security

Reduce cost Limit human Improve security
and complexity error efficacy




Keeping People Safe

That’s what we do, and everyone is responsible for it.



TALOSINTELLIGENCE.COM

‘ blog.talosintelligence.com ‘ @talossecurity



