How Cryptojacking and -
other Insider Threats
Challenge Digital Economy

Judgment Day ’

Artur Kane, Technology Evangelist
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Create efficient collaborative ecosystem between your
IT operations and security teams to maximize the value
of their limited resources.




Security incidents interrupt business continuity
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When Mission
Critical
Application Is
down, the whole
business stops
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Perimeter vs. Internal security

90% of security budget is spent on perimeter while only 25% target it.




Insider Threats

one of the most common ways customer data

or industrial and trade secrets are leaked
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are get’s in,
perimeter and prevention are useless
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You Have Been Social Engineered

100 terabytes of data was stolen from Sony Pictures in 2014.

Malware gets into a network trough a spear-phishing email

The malware leverages weak passwords, different
vulnerabilities, escalates privileges and takes over the control of
accesses

The attacker can now operate freely

Countermeasures:
Filter mails and educate employees!




Attackers Among Us

A Korea Credit Bureau's employee sold details of their 104 million
customers to a marketing firm.

An angry worker who wants to get some cash?
Has access to company data
Takes data out the old way — on a USB stick

Countermeasures:
Get DLP and restrict accesses!




Policies Do Not Apply To Some

40 million credit card detalls were lost because Target company
engineers did not pay attention to their security system alerts.

All technologies and processes are Iin place
More restrictions to users only brings trouble
Person under pressure, being arrogant or just lazy can go rouge

Countermeasures:
Inevitable. 90% of all Insider Threats are caused by “Goofs”.
Fast detection and response minimizes business impact.
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Early detection and response
Behavior Analysis & Anomaly Detection
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Signature based detection is like border control —
you aren’t on the blacklist, you may pass
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Using data from airport surveillance, Anomaly Detection
is a brain with capability to detect suspicious behavior
of an unknown attacker anywhere, anytime, real-time.
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Continuous monitoring
and observation
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%.. Secure perimeter

:1'_ Educated users

a Access control and activity logging

Early detection and response
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Trending now

Cryptomining malw&e.
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25.00% Global Ransomware vs. Coin Miners Evolution 25.00%
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In December 2017, 88 percent of all remote codeexecution

5.00% (RCE) attacks sent a request to an external source
to try to download a crypto-mining malware.
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“Hackers see cryptojacking as a éhéaper
more profitable alternative to ransomware,”

Comodo Cybersecurity Threat Research Lab§ Ql @%,, v
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CSO

IT time spent on detection and
Investigation

ClO

help desk and IT time spent
tracking down performance issues

CFO

cost of higher electricity
consumption

CEO

reputation impact
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Cryptojacking malware is relatively simple
but can go undetected for a long time

and cause extensive impacts.
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%.. Prevent by patching

:1'_ Educate users on phishing

a Use web filters and browser extension blockers

Monitor network anomalies
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Undetected for almost 3 months

My colleagues’ experience — time between detection and first online mentions of this malware.
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https://www.flowmon.com/en/blog/crypto-jacking-crypto-mining
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https://www.flowmon.com/en/blog/crypto-jacking-crypto-mining
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Thank you

Performance monitoring, visibility and security
with a single solution

Artur Kane, Technology Evangelist

artur.kane@flowmon.com

Flowmon Networks a.s.
Sochorova 3232/34

616 00 Brno, Czech Republic
www.flowmon.com
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