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Industrial Control Systems (ICS)/SCADA are All Around Us
Check Point

SOFTWARE TECHNOLOGIES LTD.
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Building Management

...and we rely on it every day for our basic functions and needs.

©2016 Check Point Soft Technologies Ltd. 2
eck Foint software fechnologies lInternal Use] for Check Point emplovees



Facts and Reality =

SOFTWARE TECHNOLO 8TID

Dec 2014 : . :
German Steel Mill was hacked by Spear Phishing — Massive damage to

the factory
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Dec 2015 : e
Blackout across western Ukraine due to BlackEnergy Spear Phishing

malware attack (And again on January 19t)
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Most recent news o

SOFTWARE TECHNO

®

June, 2017 : : o
NotPetya Ransomware hits Ukraine's power distribution company,

Mearsk and other’s OT infrastructure

PR
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o 1/ Z =gl
/., December, 2017  Triton Malware - Affecting S.E. Triconex Safety Controllers, which are
& used widely in critical infrastructure . Threat actors deployed malware

capable of manipulating emergency shutdown systems
(Schneider Electric)
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US ICS-CERT report: @an-1s)
FY 2017 Most Pre s year in a row

Area of Weakness Rank

Check Point
n e S S e S SOFTWARE TECHNOLOGIES LTD.

IS

ldentification and Authentication

(Organizational Users) = Increased difficulty in securing accounts as personne! lez

especially sensitive for users with administrator acces

Unauthorized physical access to field equipment il portation
opportunity to: Govdrnment

Facilities 6%
o Maliciously modify, delete, or copy device progr.:

Physical Access Control 4 o Access the ICS network

o Steal or vandalize cyber assets
o Add rogue devices to capture and retransmit network tra

= Increased vectors for malicious party access to critical systems

Least Functionality 6
= Rogue internal access established

©2016 Check Point Software Technologies Ltd. [Restricted] for designated teams



WHO ARE THE

ATTACKERS?

BlackEnergy, CrashOverride

©2016 Check Point Softwareilechnologies Ltd.

Maroochy County Sewage

[Internal Use]for Check Point employees

EXAMPLES OF
INDUSTRY ATTACKS
OVER THE

PAST YEARS

Lodz Tram

Operation Green Rights



Why Are These Attacks Possible?

Check Point

SOFTWARE TECHNOLOGIES LTD.

DEFAULT

NEXT EXIT A

Legacy System Default Less/No Updates
Configuration

i Policies & Less/No Latency Concerns
=— Procedures Segmentation

©2016 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees 7


https://youtu.be/k3A_pzCUwRA?t=27s

Attack Vectors Reaching the OT Network

Removable Email Phishing Remote
Media and Attachments Technicians
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Securing against Attack Vectors

Removable Media
Spear Phishing
Ransomware
Remote Technicians

Software Vulnerabilities
Virus’'s and BOT'’s
Missing Boundary

©2016 Check Point Software Technologies Ltd.

Endpoint data protection
Sandblast Emulation and Extraction
SandBlast Anti-Ransomware

Secured VPN Connectivity and
Two Factor Authentication

IDS/IPS
AV and AB Blades
Firewall and segmentation

[Internal Use] for Check Point employees
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Check Point

HOW CAN WE
AND
STAY AHEAD?

AHEAD

©2016 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees



Best Practices for Securing OT

Check Point

Protect IT with Advanced Threat
Prevention Technologies

Secure
OT and IT

Clear Segmentation between
OT and IT/Internet

—

Environments C T ———
Deploy Specialized ICS/SCADA
Security Technologies

- ——— i WL e
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CHECK POINT’S
Security Solutions

for Industrial Control Systems/SCADA

Check Point

CYBER DEFENSE

Visibility of
ICS/SCADA Traffic

\’l g !

-SSR ST N

a— — e

’.
estria ) or ¢ ated aroups and individuals E

’




Visibility

Real Time SCADA/ICS Network monitoring hegkroint
IT/OT Segmentation Level 3

Analyze the ICS t

SCADA/HMI/DCS

Purdue Reference
Model

Network Traffic\

|
Level 2

SCADA

Control Center Historian / PI

Control Network - = = = = = = = ;l

Controllers (PLC/RTU)

2 . g

Sensor Data Temp. S Voltage

Npzataw

: o
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Enhanced OT Visibility

Communication

Information

* Protocols & Commands

* Asset connections within the
ecosystem

* Open/proprietary protocols

©2016 Check Point Software Technologies Ltd.

Asset

Information

IP and MAC Address
Equipment vendor

Equipment type (PLC, HMI,
Engineering Workstation, Switch, etc.)

Asset model name and Serial #
Firmware version
Physical data (rack slots)

F
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4708
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Check Point

SOFTWARE TECHNOLOGIES LTD.

Network

Mapping

What assets you have on the
network?

How assets are communicating and
who is accessing them?

Uncover configuration issues and
vulnerable assets

14




Visibility by SCADA Protocols and Commands

Check Point

OPC
3 @ @ -
IEC 60870-5-104 |
MODBUS @

IEC 61850

Siemens
Step7

And many more.....

Over commands

In Check Point Application Control

Updated list: appwiki.checkpoint.com

©2016 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees 15


http://appwiki.checkpoint.com/

Asset Information

Detailed asset information — Type, Vendor, Firmware and more

NORMAL RISK LEVEL

Chemical _plant/Rockwell Automation

PLC
DEVICE INFORMATION MORE DETAILS
P Vendor Type 4
10.1.301 Rockwell Automation PLC
MAC Model Criticality [
00:1D:9C-C0:04:9D 1756-ENBT/A HIGH
‘ Matwork Firmware version Risk Level

’.‘ Default V6.006 Narmal
VLAM Serial
0 00987DBF
Protocols

ARP /P / ENIP / ICMP /7 TCP

Site
Default

©2016 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees

First seen

13/02/2018 15:18:21

Last seen

13/02/2018 15:23:35

Check Point

SOFTWARE TECHNOLOGIES LTD.

16



Assets View — by layered map Gheck Point

SOFTWARE TECHNOLOGIES LTD.

Asset layered view according to Perdue model, with variety of view options like neighbors assets,
communication direction, ARP baseline and hide assets with no communication

ALERTS (5) u STaTs
Process Security CURRENT RSSET STATS
Integrity Events 4 .I 2 5
Sort by Date v M High Risk Active An
Level Assets

A configuration has been downloaded
to controller 10.1.34.1 by an
SCHEIDER_ENG NEW ASSETS - LAST WEEK =]

13/02/2018, 15:25 | Choose time frame

A configuration has been uploaded from

controller 10.1.34.1 by - = =, = = L=
SCHEIDER_ENG e o B, BLERTS DISTRIBUTION - LAST WEEK

13/02/2018, 15:25 |

Choose time frame

There has been a failed login attempt to
controller 10.1.0.80 from WIN-
67USTM77Q31

13/02/2018, 15:24 |

A configuration has been downloaded
to controller RO by WINDOWSZ
13/02/2018, 15:22 |

A configuration has been downloaded
to controller Chamical_plant by
ENG_AB, by user
ENG_AB\Administrator

13/02/2018, 15:19 |

©2016 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees 17



Check Point

CHECK POINT’S
Security Solutions

for Industrial Control Systems/SCADA
CYBER DEFENSE

Enforcement of
ICS/SCADA Traffic
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Enforcement e
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o

LO

o

Pre-defined Anomaly

Policies Detection

) Ledarlning phase - network traffic * Learning phase - Automatically
Iil/lnan Oeglgslggt'ng of SCADA Discover Assets and communication

° u | . ) . .
commands baseline Anomaly Ba}sed I_Seh_aV|orAn§1IyS|s

* Specific Command policies laggglrate High-Fidelity Baseline

) S_pecmc values p0I|C|_e > * Generate security and process

* Time of Day and traffic patterns threats
policies

Combined Enforcement of
Pre-Defined + Anomaly-Based analysis

©2016 CheCk P(JII It ovlilvwailc 1 Culilivivyico Lwu. 19



Setting the Baseline
Granular level logging of SCADA traffic — Check Point

- -
D etal I e d fo re n S I CS fo r Time B. A. T. Ongn Applcation... Transa.. Fu.. Funcbon Description Source Desti.. .. Mato.
- - - - - Today 104535 S8 @ [B gw-7lec22 ModbusAll 33394 3 Read Hokding Regrsters HME1  PLC-1 SCADA P
InCIdent InveStI atlons Today 104553 3P @ [E gw7lec22 ModbusAll 33490 4 ReadlnputRegisters-Response  HMI1  PLC-1
g Today 104553 39 @ [E gw7lec22 ModbusAll 33490 4 Read Input Registers HMI-1  PLC-1
Today 104553 39 B gw-7lec22  ModbusAll 33489 3 Resd Holding Registers - Response  HMI-1  PLC-1
Today 104553 P @ [E ow-71ec22 ModbusAll 33489 3 Read Holding Registers HMI-1  PLC-1
Today 104553 39 @ [E ogw-7lec22 ModbusAll 33488 3 Read Holding Registers - Response  HMI-1  PLC-1
Today 104553 38 @ [E gw-7lec22 ModbusAll 33488 3 Read Holding Registers HMI1  PLC-1
Today 104553 gF @ [E gw7lec22 ModbusAll 33487 3 Read Holding Registers - Response  HMI-1  PLC-1
Today 104553 29 @ [E gw7lec22 ModbusAll 33487 3 Read Holding Registers HMI-1  PLC-1
Today 104553 38 @ [E] gw-7iec22 ModbusAll 33486 3 Read Holding Registers - Response  HMI-1  PLC-1
AN ALYZED Today 104553 BF @ [E ogw-71ec22 ModbusAll 3386 3 Read Holding Registers HMI-1  PLC-1
Today 104553 30 @ [ gw7lec22  ModbusAll 33485 3 Read Holding Registers - Response  HMI-1  PLC-1
b Today 104553 BB @ [E gw-7iec22 ModbusAll 33485 3 Read Holding Registers HMI-1  PLC-1
y Today 104551 BF @ [E gw-71ec22 ModbusAll 33484 4 Read Input Registers - Response HME1  PLC-1
Ch e Ck P O|nt Today 104551 38 @ gwTlecZ2 ModbusAll 33484 4 ReadlnputRegisters MMl PLC-1
Todsy 104551 3§ @ [E gw7lec2 ModbusAll 33483 |3 ReadHolding Registers-Response  HMIL  PLC-1
Today 104551 39 @ [ gw-7lec22 ModbusAll 33483 3 Read Holding Registers HMI-1  PLC-1
SMARTLOG & Today 104551 30 © gw-Tlec22 ModbusAll 33482 3 Read Holding Registers - Response  HMI-1  PLC-]
SM ARTEVENT Today 104551 P @ [E ow-T7iec22 Modbusall 33482 3 Read Holding Registers HMI-1  PLC-1
Today 104551 39 @ [E gw-7lec22 ModbusAll 33481 3 Read Holding Registers - Response  HMI-1  PLC-1
Today 104551 28 @ [B gw-71ec22 ModbusAll 33481 3 Read Holding Registers HMIL  PLC-1
Today 104551 P @ [E ogw-71ec22 Modbusall 33480 3 Read Holding Registers - Response  HMI-1  PLC-1

GROUPED

T Count T Source r Destination = Unit D "F Function Description
[+ 500 HMI (10.1.1.5) PLC (20.1.1.5) 1 Read Holding Registers
F 100 HMI (10.1.1.5) PLC (20.1.1.5) 1 Read Input Registers

1 HMI (10.1.1.5) PLC (201.1.5) 1 Write Single Register

©2016 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees 20



Manual setting of SCADA commands Check Point
baseline

Mo. Hits Name Source Destination Applications/Sites Action Track
1 |[(IIDo baseline palicy B HMI B pLc £ Modbus Protocol - read input register @ Allow @ Extended Log
B SCADA Srv B pct £ Modbus Protocol - read-write multiple registers
B pc4 £ Modbus Protocol - write multiple registers
& Modbus Protocol - write single register
-
)

Learning phase — logging of network traffic
Setting SCADA commands baseline

Specific Command policies

Passive (Alert) or optional Active (Block) policy

©2016 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees 21



Alerts by Behavior Analysis

Check Point

SOFTWARE TECHNOLOGIES LTD.

Alerts window with filtering capabilities and Alerts tree according to Process integrity and Security

events

“~ ACTIVITY LOG

System moved to Operational Mode
Today ,09:31

User admin has resolved alert 701
13/02/2018,15:30

User admin has resolved alert 599
13/02/2018,15:30

User admin has resolved alert 475
13/02/2018,1530

New Alert 736:

A configuration has been downloaded to controller
10.1.34.1 by SCHEIDER_ENG

13/02/2018.15:25

MNew Alert 732:

A configuration has been uploaded from controller
10.1.34.1 by SCHEIDER_ENG

13/02/2018,15:25

New Alert 729:

There has been a failed login attempt to controller
10.1.0.80 from WIN-67VSTM77Q31
13/02/2018,15:24

©2016 Check Point Software Technologies Ltd.

TYPE

Configuration
Download

Configuration Upload

Login
Configuration
Download

Configuration
Download

a ) lag RESULTS (5)

DESCRIPTION

A configuration has been downloaded to controller 10.1.34.1 by SCHEIDER _ENG

A configuration has been uploaded from controller 10.1.34.1 by SCHEIDER_ENG

There has been a failed login attempt to controller 10.1.0.80 from WIN-67USTM77Q31

A configuration has been downloaded to controller RO by WINDOWS7

A configuration has been downloaded to controller Chamical _plant by ENG_AB, by user
ENG_AB\Administrator

[Internal Use] for Check Point employees

items sslect=d - S I et “n

Status: Unresolued =

DATE DETECTED

13/02/2018
15:25:54
13/02/2018
15:29:12
13/02/2018
15:24:50
13/02/2018
15:22:32
13/02/2018
15:19:46

CATEGORY

Intagrity

Intagrity

Sacurity

Intagrity

Intagrity

NETWORK STATUS

Dafault

Dafault

Dafault

Dafault

Dafault

Unresolved

Unresolved

Unresolved

Unresolved

Unresolved

ASSIGNED
TO

22



Check Point

CHECK POINT’S
Security Solutions

for Industrial Control Systems/SCADA
CYBER DEFENSE

SCADA-Aware
Threat Prevention
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Legacy Systems Are Often Unpatched
Check Point

@ oo BB

eider

Life Is On Sclg?r]l _ Cyber security alerts and notifications
ectric all the site Ne are committed to Droviding customers with oroducts. systems and ser s that clea

ecurnity incident

eoung © iS5t € € MSKS as ate

Products a

ProductCERT Security Advisories

Siemens ProductCERT is the central team for respondin

security incidents and vulnerabilities related to Siemen> You are here: Home * Support > Cybersecurity > Vuln
solutions and services. In the following, Siemens secur|
bulletins issued by ProductCERT are listed Secu rl Latest alerts and Archived alerts and Subscribe to email alerts Report a vulnerability
notifications notifications
2016 World presence m
Aic] - - -
> SSA-751155 (Last Update 2016-04-08): Denial-of-Service Vulnerabilit| - e
> SSA-623229 (Last Update 2016-04-08): DROWN Vulnerability in Indu| CUStomer Care Centre 14/03/2016 el S e e 2ot o1a e ;
> SSA-301706 (Last Update 2016-04-08): GNU C Library Vulnerability i« Contact 15.17 OLE Vi ability ¢ ~ADA F v 2014 lar ABB Te owe
> SSA-151221 (Last Update 2016-03-18): Incorrect File Permissions in 12/03/2016 POODLE Vulnerst 1600 Ver 1 140424 ted 2044-0¢ enSSL Heartblesd Vunerabilty in Reiion :
; 2 &3 52 < A s . )1 B srabit AFx sene e v
> SSA-833048 (Last Update 2016-03-14): Vuinerabilty in SIMATIC S7-1 0 o coc urity . G oS TN R st P h
> SSA-253230 (Last Update 2016-02-08): Vulnerabilities in SIMATIC S7 291022016 IR AT DO i B e et BB OR Rt e ascin TR AR SON § s 53 |_r
> SSA-743465 (Last Update 2016-01-15): Cross-Site Scripting Vulneral* Mews 2015-12-10; POODLE Vulnerability m FOXB60 series 2013-11-08: Remate cods execut erabiities in MICrOSCADA
OZWT72 * Report an incident 17/02/2016 2015-12.10: POODLE Vulnerability in Re 15 senes v5 20131017 Adtvisor 10 , signal Viewe ows for Aobotics

2015 0151 "OODLE Vulnerability tecti ntrol 1IED Manager POML 1283 Advisory 1or WedWare Corr nent )

Substitution tool 04/02/2016 12-02-28- Sufier Overflow in Fobot Commun n
> SSA-472334 (Last Update 2015-12-18): NTP Vulnerabilties in RUGG

Devices 25/01/2016 Struxure\Ware Vieak Credentialz and O3 | Automation Server series SEVD-2016-025-
Counterfeiting o Building Operations |Command Injection (AS, AS-P), V1.7 and prior 1
> SSA-763427 (Last Update 2016-04-29): Vulnerability in Communic atid Modification of Drive
modules SIMATIC CP 343-1, TIM 3V-IE, TIM 4R-IE, and CP 443-1 |* Counterfeiting 20/01/2016 Alttvar Drives Parameters See disclosure ST03

> SSA-921524 (Last Update 2016-04-29): Incorrect Frame Padding in . pefinitions
> SSA-720081 (Last Update 2015-09-01): IP Forwarding in RUGGEDC .
= Report a counterfeit

Devices 101212015 M340 PLC Buffer Overflow See disclosure
> SSA-134003 (Last Update 2015-08-27): Web Vulnerability in S7-1200

m
(%]

11012016 MICOM C264 Integer Owverflow See disclosure

m
%]
;
I

m
Ny
P

LE SLIIoE 25/11/2015 ProClima SW Remote Code Execution  |i0sIma, 2l Versions prior o | -

©2016 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees 24



Virtual patching ]

Over 300 dedicated IDS/IPS signhatures Check Point

SOFTWARE TECHNOLOGIES LTD.

Protection ull Sever...
W' Citect SCADA ODBC Overflow Attempt w101 Medium
W' Rockwell RSLogix Denial of Service Vulnerability w11l Critical
W' SCADAEngine OPC Client Buffer Overflow Vulnerability w211 High
StOpS eXpIOItS Of known PROTECTED W' Schneider Electric UnitelWay Windows Device Driver Buffer Overflow wai] Critical
. . by W Siemens Tecnomatix FactoryLink Stack Overflow Vulnerability sull Critical
vulnerabilities and detects Check Point e Aot Torres Mo Noeee Ve b — T

anomalous traffic W' ScadaTEC SCADAPhone and ModbusTagServer Buffer Overflow 1l High
I P S W' RealWin HMI Service Buffer Overflow 2 w110 High
W' Automated Solutions Modbus/TCP Master OPC server Modbus TCP Header .51 High
W' RealWin INFOTAG/SET_CONTROL Packet Processing Buffer Overflow 111 High

W' Unauthorized Miscellaneous Request to a PLC .11] Crtical

NSS Labs W' Broadcast Request from an Authorized Client w21 Critical

@ NSS Labs W' IGSS SCADARMS Report Template WriteFile Command Buffer Overflow .1l Crtical
Highest Rating W IGSS SCADASTDREP Request Buffer Overflow 511 High
W' lconics Genesis SCADA Freeing of Unitialized Memory Trigger w21 High

L‘W il Critical
e T . Intellicom NetBiter Config HICP Hostname Buffer Overflow «117 Mediun

W' WonderWare SuiteLink DOS Attempt «21 High

Iry-uv-w S

e




Check Point

CHECK POINT’S
Security Solutions

for Industrial Control Systems/SCADA
CYBER DEFENSE

Ruggedized
Appliances for
Harsh
Environments
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Check Point 1200R

New Purpose-Built Ruggedized Security Gateway Appliance

Check Point

SOFTWARE TECHNOLOGIES LTD.

Fully featured Check Point security gateway

6x1GbE ports and firewall throughput of 2Gbps

Compliant to the most rigid regulations:
IEC 61850-3 and IEEE 1613

Compact fan-less design with no moving parts; temperature
range from -40°C to 75°C

* Can be used in In-line or Tap (Mirror) modes

BROUting and networking (e.g: BGP, OSPF, IPsec, etc.)
e ,

-

©2016 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees 27



CrashOverride/Industroyer —
New ICS attack platform to Electric Grid Operations

CrashOverride (called Industroyer as well) malware was the malware employed in the December 17th, 2016
cyber-attack on the Kiev, Ukraine transmission substation which resulted in electric grid operations impact.
(As reported by ESET and Dragos)

ICS-CERT reported on June 14, 2017 https://www.us-cert.gov/ncas/alerts/TA17-163A

— The tactics, techniques, and procedures (TTPs) described as part of the CrashOverride malware could be modified to target U.S. critical
information networks and systems.

CrashOverride malware is an extensible platform that could be used to target critical infrastructure sectors,
specifically using IEC104 and IEC61850 protocols.

— The malware issues valid commands directly to RTU’s.

— Using Check Point protocols visibility and baselining would detect and alert on None-Baseline protocols and commands

Could exploit Siemens SIPROTEC relay denial-of-service (DoS) vulnerability, leading to a shutdown of the
relay.

— Using CVE-2015-5374 to Hamper Protective Relays

— Check Point published on June 20t an IPS signature for virtual patching protection of the DoS vulnerability


https://www.welivesecurity.com/wp-content/uploads/2017/06/Win32_Industroyer.pdf
https://www.dragos.com/blog/crashoverride/
https://www.us-cert.gov/ncas/alerts/TA17-163A

Check Point

SOFTWARE TECHNOLOGIES LTD.

CASE STUDIES

AHEAD

©2016 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees



OT Security Blueprint — Micro Segmentation

Check Point

Management Facility
¥ (OTAL

Main Control
Center

| = SCADA
gy | | B Historian
SCHREFFLER . ; : SmartEvent
‘Faurecia 2al
Control

obbvie

Monitor

@airLiquide

DAIMLER

Shop Floor Shop Floor
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OT Security Blueprint — High Availability

Check Point

Management Facility

Main Control i =] SCADA
.- ! l i i
Center sy | = Historian SmartEvent
B
| woeee | '., ’" Il""jll ’
Y el iy | il
= > E FPh

Control & R ’nl Control
monitor sdEp BT || 2 , _
L Hegg Monitor
o = |
HH A 1

Shop Floor Shop Floor
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Main Control
Center

Control &
monitor

Management Facility

Shop Floor

(= | SCADA
[= | : :
'] Historian U—
| |
= 14
SHEHEHE!
T P
Control
Monitor

:
1
-t o
-

a—

B
PLC4
Shop Floor

©2016 Check Point Software Technologies Ltd.
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The Corporate Building (BMS)

/

?\ e, 5 N, & &
e "f' Energy Management
| [ 1
@ - cC
e o )
‘ Lighting
| L P UL T
‘ Elevators
11 PEIR T
‘ Access & Security

©2016 Check Point Software Technologies Ltd. [Protected] Non-confidential cd



ICS & |oT Convergence

: (O comm Check Point

(B M S E n V I r O n m e n t) ERSO SOFTWARE TECHNOLOGIES LTD.
A

Security NAC

Gateway

MQTT Over Ethernet

LAN

SCADA

Server BU|Id|ng

BACNET

ICS Visibility

MQTT

Water

©2016 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees 34



Remote Maintenance for Elevator or HYAC

(and more)

VPN Connection

Protocol ?

= Building
Security e T ‘r"fi’_:?-I
Gateway (IS == EL I

o 00 LW |
o000 OO minon)

I

J?ito’rs* (6r AC) o

©2016 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees

Check Point

Company’s service
center

Secured connectivity (VPN)
Protocol Visibility
Command provisioning
Access Control

Remote Access VPN Client

35



Power Utilitiles — Substation Security

Check Point
 Typical power utility security deployment in substations

* Single or cluster solution for combined OT and IT traffic
« SCADA security

Central Site

Substation
( SCADA
Server

ﬁ Smart Event

Data E——*—_
Center _'_—_EEEEEE'_

Pal
RTU —

Substation —— U RTU

Check Point
SOFTWARE TECHNOLOGIES

LTD.

” .
< <l ~. - — 8 |
Backup Site —— % | P | S e o — — |
P < , p — e A SRR |
(" SCADA BN [ i T S A S B )
Server ) R RN RN A ST i ey R L %
Data F==— ; At

Center —==d===r=

, = 2
1 ; I ;. i v = ,
3 - ) eyl 3
$ 1) fins =3 WEd 26 -
B ?ISI l: | ' L ¢ K "| i , ‘ ‘ | l @ XcelEnergy

©2016 Check Point Software Technologies Ltd.

el 8 ek adl T fﬂ“tﬂp'.
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Securing a Transmission System Operator -
(TSO) Control Systems =t

Reasons to Choose Check Point ﬁTe rna H

< Simple to manage

- Virtual Machine deployment O HoPS WS e
 Ability to granularly inspect SCADA protocols

 Each Data center is designed _________-_-__-_-_:_-_ -------------- s
: : DMZ WKS, ; : : SCADA

to control the entire national | i DMZ SCADA
grid in case of failure of all A o :| SERVERS
=i 'Vs- : E— DMZ Control

the others ! Roome
'~ O 4‘

 Fully redundant topopolgy by
3 Firewalls per Data Center

__________________

CONTROL ROOM
| S S
£

S,
}
S,
T,
't

'————————————————

©2016 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees 37



Wind Farms Topology

( SCADA 1200R
Server

ﬁ Smart Event |

Data E;-* —smE
Center =

\ * , IT Zone
Communication cloud "
Ethernet/IP/MPLS

(SCADA Cellular
Server

Availability

1200R

MODBUS

MODBUS

PLC

O

0 v AR

Compagnie Nationale

EMERGIA NATLIRAL
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Waste Water Treatment Network
Applicable in Oil and Gas (Off/On-Shore) Check Point

SOFTWARE TECHNOLOGIES LTD.

« Security Motivation — New regulation for Critical Infrastructure
« Challenge and CHKP Advantage — Managing thousands of remote sites

Data Center

SCADA Server
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UNIFIED IT and OT MANAGEMENT Check Point
FOR BEST ROI AND OPTIMAL PROTECTION |
Customized Unified Everywhere
Visibility Policy Monitoring

Management integration

With Leading SIEM systems:
@ Q-Radar, ARCSight, Splunk
And more like Predix and
others
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Dedicated Compliance and Regulation Monitoring
Check Point

SOFTWARE TECHNOLOGIES LTD.

NERC CIP (v.5) Regulation Requirement CIP-007-5: Req. 3.1

Regulatory Relevant Security Best Practices: 32 out of 39 items are secure

Requirements Details D Name Blade Status -

= Description: AB106  Checdk the frequency of scheduled Malware Updates in the Anti-Bot blade @ Anti-Bot L)) Secure
Deploy method(s) to deter, AB105  Check that the Malware Database is automatically updated @ Anti-Bot (Ll Secure
Sgttjitlrt,r?arki:?regrtnmallcmus AV115  Ched: the frequency of the Anti-Virus database updates @ Anti-Virus G0 Secure
E:guurii;;T:;:ti:mcyiggarity AV114  Check that the Anti-Virus database is automatically updated (¥ Anti-Virus (LD Secure
Management] AV113  Check the frequency of scheduled Malware Updates in the Anti-Bot blade % Anti-Virus QLD Secure

SCADA SPECIFIC COMPLIANCE CHECKS

REPORTED

by |
Check Point of

COMPLIANCE BLADE compliance with major regulations
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Industrial Security o

- Independently all SCADA aét|V|ty |

Deviations and Attac_s

Prevent)
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Check Point Offering-

End to End Security suite for Critical Infrastructure Check Point
IT and OT networks

Most extensive security support of ICS/SCADA protocols

Full OT to IT security segmentation

Large Scale Management — Market “Gold Standard” (Gartner)

Check Point offers complete security suite from Mobile, End-Point to the
Cloud - including Private cloud for separation of IT from OT
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THANK YOU
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