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Why Are These Attacks Possible?
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IN:

DC Currenton->1
DC Current off -> Qs
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OUT: — -
DC Currenton > 1
DC Current off -> 0
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SCADA Hacking: Modbus
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SCADA/ICS systems use many different protocols to communicate than your
standard IT systems. The most widely used and the de facto standard is the
modbus protocol. First developed by Modicon (now Schneider Electric) in
1979 as a serial protocol, it has been modified and updated to run over TCP
and is often referred to as Modbus TCP. You can see a diagram of the two
packet structures below.
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* No security
— No authentication
— No authorization
— No encryption
— No validation
— Accessible

— All open
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IN:
Currenton->1
Current off -> Q
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OUT: — -
Currenton->1
Current off -> 0
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