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How to hack and secure ModBus

SCADA DEMO
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AUTONOMOUS CARS
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Why Are These Attacks Possible? 

[Internal Use] for Check Point employees​

Legacy System Default Configuration Less/No Updates Less/No Encryption

Policies & Procedures Less/No
Segmentation

Latency Concerns

https://youtu.be/k3A_pzCUwRA?t=27s
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Attack Vectors Reaching the OT Network

Guest Networks
Unprotected Sockets

Software
Vulnerabilities

Removable
Media

Email Phishing
and Attachments

Remote
Technicians

[Internal Use] for Check Point employees​
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Ethernet 
TCP/IP

IN:
DC Current on -> 1
DC Current off -> 0

Fire 
sensor

OUT:
DC Current on -> 1
DC Current off -> 0
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HMI
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• No security

̶ No authentication

̶ No authorization

̶ No encryption

̶ No validation

̶ Accessible

̶ All open

Pain
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Ethernet 
TCP/IP

IN:
Current on -> 1
Current off -> 0

Fire 
sensor

OUT:
Current on -> 1
Current off -> 0
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Demo
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THANK YOU


