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FRAUD EVOLVES..
DARK to SOCIAL to BLOCKCHAIN

Nathan Close
RSA Fraud & Risk Intelligence

. nathan.close@rsa.com IR linkedin.com/in/nclose & @nS8close
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Sent Thursday, 3 May 1858
Subject: Home For Secunty Venficaton

Secure online banking

Secunty 15 at the 10p of cur paonty kst 50 you can be confident your account and
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SUPE we 1 dONg everything we can
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from makng transachons on your 3ccount. Clek on  Bomie for setumty venfioamon

below
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From: Robert Smith <rsmith@yourdomain.com>

To: Sue Brown

& -

Subject: Please get back to me asap.
Sue,

Please do you have a moment? Am tied up in a meeting and there is
something | need you to take care of.

We have a pending invoice from our Vendor. | have asked them to email me
a copy of the invoice. | will be highly appreciative if you can handle

it before the close of banking transactions for today.| can’t take calls

now so an email will be fine.

Robert
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Jimmy Kimmel Live! htips://www.youtube.com/watch?v=o0pRMrEfAlil



https://www.youtube.com/watch?v=opRMrEfAIiI
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TECHNOLOGY

All 3 Billion Yahoo Accounts Were Affected by 2013 Attack

By NICOLE PERLROTH OCT. 3, 2017
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THE RISE OF SENTRY MBA

Automated testing of leaked credentials.

Password reuse leads to account hijack, or sell the credentials for profit.
Estimated 0.1% - 2% success rate

1 million stolen passwords = 10,000 accounts (1%)

Site:
Swatch Site:
Progress: List
Site Settings General Settings
Timeout (s} 20 Bot relaunch delay (s} 0 Resolve Hostname \) ¥ Save automaticaly valid usemames and expired combos
. - ¥ Save automatically “To Check" combos
Combo Settings
Annoying sound on H -> B
R>:<PASS> JSER> and <PASS> 0 o)
Minimum Length: & Masimum Length: 8 Popup Memo containing Hit debug information

Letters Digits Alphanumeric Emal
Forbudden Chars: Allowed Chars: 1 Float Statistics in Pr ot
Lowercase and Uppercase Letter and Digit Special Chacacter

[ Miramize to Tray

V| Detect “network lost" conditions while bruteforcing

[TI<EMAIL> firer: Must Be Emal - Progression updates: 0
Snap Shots 7 Ensble Snap Shots Images Database ¢
Load Setings from Snap Shot ] | Update Images Database from Diectory |
Save Setlings to Snap Shot ) [ UpdateImages Database from Fie
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THE RISE OF SENTRY MBA

Config file

» Instructions for injection

Site: v3
& Stat Switch Site
Progress:

Site Settings General Settings
Timeout (s} 20 Bot relaunch delay (s} 0 Resolve Hostname \\) V| Save automatically valid usemames and expired combos
- Combo Settiags V| Save automaticaly “To Check" combos
C O m bo I ISt CUSER>:<PASS> fRec| Apply same ndes for CUSER> and <PA 9 A0 SCi o> LBeoyen | .
Minimum Length: & Maxmum Length: & Popup Memo containing Ht debug mnformation P rOX I I St
Letters Digits Alphanumenic Emai Mirirrize to Tray
Forbidden Chars: Allowed Chars:

V| Float Statistics in Progression
Lowercase and Uppercase Letter and Digit Special Character

» Email + pass

V| Detect "'network lost”" conditions while bruteforcing

<EMAIL> fier: Must Be Ema Progression updates: 0
> U ser + p ass Snap Shots [7]Enatle SrapShots P Images Database 9
' Load Settings from Snap Shot ‘ Update Images Database from Directory
History - p
Tools s Save Settings to Snap Shot J { Update Images Database from Fie
Progression
Ahout
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BENEFITS OF SENTRY MBA

v Free download

v" Easily customizable

v Widely available tutorials

v Growing community
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Visa 4485 6556 56
MasterCard 5238 8
Visa 4716 2256 877

Visa 4532 4480 01t
MasterCard 5110 5(
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- Mastercard -

Name: Abby Sommer

Adresse: Franz-Kleinheyer-Str. 250

Stadt: 47839 Krefeld (NRW)

Telefon: 02151/6616419

Geboren: 17/01/1963

Email: Sommer.Abby5@arcor.de

Ausweisnummer: 9268194539<<6301178<2101174<<<<<<<2
Ablaufdatum: 17/01/2021

Bank: Sparkasse Waldeck-Frankenberg
BLZ: 52350005

Kontonr.: 2127612485

IBAN: DE51523500052127612485
(Genauere Kontoinfos / BIC)

CC.: Mastercard

No..: 5486202148109188
CVV2: 441

Exp.: 07/2018

- Visa -

Name: Dominic Walter

Adresse: Heimstr. 229

Stadt: 52080 Aachen (NRW)

Telefon: 0241/5747616

Geboren: 16/12/1949

Email: Walter.Dominic3@mail.de

Ausweisnummer: 3189618974<<4912169<1812165<<<<<<<8
Ablaufdatum: 16/12/2018

Bank: HKB Bank

BLZ: 44130000

Kontonr.: 5758288012
IBAN: DE89441300005758288012
(Genauere Kontoinfos / BIC)
CC.: Visa

No..: 4149081542374958
Cvv2: 278

Exp.: 03/2022
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TELEGRAM: FRAUD ‘CHANNEL’ GROUP

CARDERS LEGION

Telegram & 63K members

« CR@CK F@MV¥L&

(u::ufé 22 SGETPAIDALEARN N500,0008 *
S GROLLING-STONE@®ER: What do yo

42 X CREDIT CARD X HACKERS Z...

* Alias: Who Need Good Cvv And Dumps Q
5} 2 N¢ 2 M\
42 100-5K Super promoting J’OD 1.30
P Mike Ross w: 198 (172)
B 2= @ IE 2 official Plugzz And L... »0.00
RuCh_Mulaa 0l SoMmel iy kicc mttm? @
w % THE DARK ANONYMOUS 6.4k...

i
D@ARDERS LEGION

« Carding world
v Na money
@ Easy Deals

20
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INSTAGRAM AND SNAPCHAT

o molib- AL N
3 weeks ago from S o %

https:/www.amazon.in/gp/bu [2) 3
Order Summary

Shipping to: Tushar, 45, Mbpt Col...
Estimated delivery: 23 Feb 2018

Items: 167,900.00
Delivery: 150.00
Total: 167,950.00
Promotion Applied: -250.00
Order Total: 167,900.00

Promotions applied:
¢ FREE Delivery

Your Total Savings: 18,400.00 (11%)
Shipping address

Tushar N

45, Mbpt Colony Rajesh Nagar, M...

Payment information

> More drops needed for Monday fundinc .
21 <ayment method 2 y ing R S A

Visa ending in 2219 > Y S




YOUTUBE: FRAUD TUTORIALS

22

3 YouTube

Mome

How 10 get dumps with pin online - Buy dumps online
o Subscriptions

Hstory
©  Wakchlater Top 5 popular CC and CVV sites for carding & hacking

o Uked videos

N
- 2

CVV Dumps, Credit Cards, Bank Login, Paypal Legin, Gift Cards @
1CQ 7 8

Gaming

Settngs dumps without pin unice

Help

Eod OO0

Send foedback

Carding And CVV Hacking Tutorial Buy anything Free , How To Buy
Bitcoins safely

RSA






BLOCKCHAIN

* Blockchain is well known for crypto currencies.
* It's an encrypted, decentralized, distributed database.

 Resistant to modification of data.

NEWS ANALYSIS

Blockchain’s explosive growth pushes job skills
demand to No. 2 spot

Blockchain development is the now second-hottest skill in the job market today,
growing more than 200% since this time last year.

O0HOPOCOOOO0O

5. By Lucas Mearian
. Senior Reporter, Computerworld

2 | RSA



WHY BLOCKCHAIN FOR FRAUDSTERS

« Shutdown of underground marketplaces Alphabay and Hansa Market has forced fraudsters to
find new ways to keep darknet sites running.

Fie (51 Yew Higoy Bockmads Jooh kel
CETp———_—

a AlphaBay Marke

Boc008ec0080
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BLOCKCHAIN DNS

« Decentralized data storage is a great model for "bulletproof” DNS

« Blockchain DNS allows websites to retain a blockchain domain
withstanding rerouting or prevent access by a central entitiy.

« Namecoin: .bit @

namecoin

* Emercoin: .bazar .coin .emc .lib

RSA
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EMERCOIN DNS

- empmdfwee 3

Awi92 ML ML 153NS NG L DISTTALOCEAN com NE2 DIGTTALOCEAN com NG 3. DG  OCEAN. com
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BLOCKCHAIN DNS PLUGINS

Alternatives Explore Get a Free Domain ReportaProblem Contact () @ & &

BDNS gives you access to .bit, .lib, .emc, .coin, .bazar and OpenNIC domains

Be aware of the known browser limitations
BDNS For Chrome BDNS For Firefox
@ source - Web Store - Download (crx) @ source - Moilla Add-Ons - Download (xpi)
Chrome 24 or above is required Firefox 55 or above is required

29
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BLOCKCHAIN DARKNET MARKETS

Ethereum Web3 Stack:
« Dapp: Decentralized application, 700+ in development

« Swarm: decentralized, distributed storage
Zero downtime, DDOS-resistant, Fault-tolerant,
Censorship-resistant, Self-sustaining

« Whisper: communication protocol over Ethereum

HostCoin:
« Web hosting platform on the blockchain

« HTML and static objects will be on the blockchain
« Distributed system which cant be hacked, modified or taken down.

o | RSA



Marhat Newn
9 Interest in Crowdiunding for Trallamadore: A Decentralized DNM on the Ethereum Blockchain
l’ BBy OnTr sl amasdore
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eCommerce Fraud Detection

RECOMMENDATIONS

Risk Based Authentication Transaction Monitoring
External Threat Intelligence Behavioral Analytics and Intelligence

Cyber Threat Landscape

53 RSA



RECOMMENDATIONS

PHISHING, MALWARE, RANSOMWARE

« Don't click the link!

* Endpoint detection
« Detection and shutdown providers

u RSA



RECOMMENDATIONS

35

Password managers
2-step authentication
Biometrics

Long passwords
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RECOMMENDATIONS

* Monitoring
* Credential recovery

« Cyber intelligence providers j

36 RSA



RECOMMENDATIONS

* Logs is not enough
* Visualize

 Monitor behaviour

RSA



Recent mass data breaches have created an abundance
of verified credentials for sale across the dark market.

2018 CYBERCRIMINAL SHOPPING LIST ' whatis your dentity wortt see what cybercriminais are

willing to pay for access to a variety of consumer accounts.

Travel/Leisure

Airlines

© www.rsa.com/fraudprevention
™ +1 800995 5095
© @RSAFraud

- -



" FRAUD & RISK
INTELLIGENCE SUITE

THANK YOU

Nathan Close

.. nathan.close@rsa.com ﬁ linkedin.com/in/nclose W @n8close
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