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FRAUD EVOLVES…
DARK to SOCIAL to BLOCKCHAIN
Nathan Close
RSA Fraud & Risk Intelligence

linkedin.com/in/nclose @n8closenathan.close@rsa.com



2



3



4

Jimmy Kimmel Live! https://www.youtube.com/watch?v=opRMrEfAIiI

https://www.youtube.com/watch?v=opRMrEfAIiI


5

ZeuS

2007 2008 2009 2010 2011 2012 2013 2014 2015

SpyEye

Code Leak & ZeuS-breeds

Citadel

Game Over Zeus

Dyre, Vawtrak, Tox

Commercialization ►

Proliferation ►

Advancement ►

Resiliency ►

SaaS ►
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THE RISE OF SENTRY MBA
• Automated testing of leaked credentials.
• Password reuse leads to account hijack, or sell the credentials for profit.
• Estimated 0.1% - 2% success rate
• 1 million stolen passwords = 10,000 accounts (1%)
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THE RISE OF SENTRY MBA

Combo list Proxy list

Config file

Email + pass
User + pass

Instructions for injection
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BENEFITS OF SENTRY MBA

üFree download

üEasily customizable

üWidely available tutorials

üGrowing community
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TELEGRAM: FRAUD ‘CHANNEL’ GROUP
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INSTAGRAM AND SNAPCHAT
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YOUTUBE: FRAUD TUTORIALS 
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• Blockchain is well known for crypto currencies.
• It’s an encrypted, decentralized, distributed database.

• Resistant to modification of data.

BLOCKCHAIN
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• Shutdown of underground marketplaces Alphabay and Hansa Market has forced fraudsters to 
find new ways to keep darknet sites running.

WHY BLOCKCHAIN FOR FRAUDSTERS
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• Decentralized data storage is a great model for ”bulletproof” DNS
• Blockchain DNS allows websites to retain a blockchain domain 

withstanding rerouting  or prevent access by a central entitiy.

• Namecoin: .bit

• Emercoin: .bazar .coin .emc .lib 

BLOCKCHAIN DNS
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EMERCOIN DNS
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BLOCKCHAIN DNS PLUGINS
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BLOCKCHAIN DARKNET MARKETS

Ethereum Web3 Stack:
• Dapp: Decentralized application, 700+ in development
• Swarm: decentralized, distributed storage

Zero downtime, DDOS-resistant, Fault-tolerant,
Censorship-resistant, Self-sustaining

• Whisper: communication protocol over Ethereum

HostCoin:
• Web hosting platform on the blockchain
• HTML and static objects will be on the blockchain
• Distributed system which cant be hacked, modified or taken down.
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RECOMMENDATIONS
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• Don’t click the link!
• Endpoint detection
• Detection and shutdown providers

P H I S H I N G ,  M A LWA R E ,  R A N S O M WA R E

RECOMMENDATIONS
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• Password managers
• 2-step authentication
• Biometrics
• Long passwords

PASSWORDS

RECOMMENDATIONS
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• Monitoring
• Credential recovery
• Cyber intelligence providers

D E E P W E B ,  D R O P S I T E S ,  S O C I A L

RECOMMENDATIONS
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• Logs is not enough
• Visualize
• Monitor behaviour

W E B S I T E  M O N I TO R I N G

RECOMMENDATIONS
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THANK YOU
Nathan Close

linkedin.com/in/nclose @n8closenathan.close@rsa.com


