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“Cyber-criminals collected $209 million in the first
three months of 2016 by extorting businesses and
institutions to unlock computer servers. At that rate,
ransomware is on pace to be a $1 billion a year crime
this year. ”

FBI for money.CNN.com, April 2016

http://money.cnn.com/2016/04/15/technology/ransomware-cyber-security/


2004: Gpcode | PGPCoder



2010: Winlock



2011: Reveton



2011: Reveton

2013: Cryptolocker



2014: Android/Simplocker



2016: Ransom32



2016: Petya



2016: Petya & Mischa



2016: FLocker



2017: WannaCryptor



EternalBlue & WannaCryptor

Shadow Brokers 
put tools on 

auction

Microsoft releases 
MS17-010 patch

UNKNOWN

NSA tools 
leak

AUG 2016 14 MAR 2017

EternalBlue is 
unveiled by Shadow 

Brokers

14 APR 2017

ESET adds 
EternalBlue

network detection

25 APR 2017

12 MAY 2017

WannaCryptor
2.0 global 
outbreak





CryptoLocker
TorrentLocker

CryptoWall

CTBLocker

SynoLocker

ZeroLock

HydraCrypt

TeslaCrypt

RotoCrypt

CryptVault

Chimera

Infinite

CryptoJoker

DMALocker

Ransom32 CryptoLocker

NanoLocker

7ev3n Locky

Crysis

Tox

PadCrypt

Cerber

Rokku

Petya

Mischa

KeRanger

NotPetya

WannaCryptor



Hundreds of families !

New family every day !
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Ransomware campaigns since 2016
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Ransomware(black) vs. downloaders(red)



Trends in ransomware attacks

Users:

• Emails with infected 
attachments (mostly 
executable .js, .vbs)

Businesses:

• Misuse of Remote Desktop 
Protocol (RDP)

• Distribution via exploits: 
EternalBlue, EternalRomance, 
Eternal*



TeleBots



Cyber 
espionage

Cyber 
sabotage

*not financial 
profit



Attacks on financial 
institutions

Attacks on sea transportation 
sector

Supply chain attacks on 
financial sector

Supply chain attacks on MEDoc
clients(AESNI.C/Xdata)

Dec 2015

BlackEnergy attack causing 
blackout

Dec 2016

Dec 2016

March 2017

May 2017





Xdata ransomware outbreak detections



Attacks on financial institutions

Attacks on 

sea transportation sector

Supply chain attacks on 

financial sector

Supply chain attacks on M.E.Doc clients

(AESNI.C/Xdata)

Dec 2015

BlackEnergy attack causing blackout 

in Ivano-Frankivsk

Dec 2016

Jan 2017

March 2017

May 2017

Supply chain attacks on 

M.E.Doc clients and their partners

(Diskcoder.C)

June 2017



Diskcoder.C

(Petya, NotPetya)









Pety...ent Zero



An attack that seeks to damage an 
organization by targeting less-secure or 

vulnerable elements in the supply 
network.

Supply-chain attack











Discovered by ESET 
malware researcher 
Anton Cherepanov 

(won Pwnie Award 2017 
at Black Hat USA)

Initial vector



Attacks were always in 
close proximity to an 

update of popular 
Ukrainian accounting 

software

Initial vector



April 14th June 22ndMay 14th

AESNI.C
XDATA

DISKCODER.C
PETYA

14 M.E.Doc UPDATES



BACKDOORED CLEAN



EDRPOU*:

Unique legal identifier of every business in Ukraine

Proxy settings and email settings*:

Usernames and passwords

*Collected information stored into the Windows registry

Data exfiltrated via M.E.Doc backdoor





Perfectly matches the way in 
which DiskCoder.C was initially 

executed on the infected 
machines.



Diskcoder.D (aka 
BadRabbit)







ESET Ransomware Shield



Will it go away soon?



www.eset.com | www.welivesecurity.com

Peter Stančík
Security Research & Awareness Manager

stancik@eset.sk


