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‘Lyber-criminals collected §2089 million in the first
three months of Z0I6 by extorting businesses and
nstitutions to unlock computer servers. At that rate,
ransomware is on pace to be a 81 billion a year crime

this year. ”

FB for muoney. LNN.com, April Z006



http://money.cnn.com/2016/04/15/technology/ransomware-cyber-security/
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2010: Winlock

Computer is Blocked!

Your computer is blocked for viewing, copying and
dissemination of video materials containing elements of pedophilia
and rape of children. In order to remove the block You are required to
pay a fine in the amount of 500 rubles to the (telephone) number
8-965-265-90-84. In case of payment of the sum equal to or
greater the amount fine there will be an unblock code on the receipt.
You'll need to enter the code in the lower portion of the window and
press the “unblock” button. Once the block is removed you
must delete all materials containing elements of rape and
pedophilia. If you do not pay the fine within 12 hours, all
information on your personal computer will be permanently
deleted and the case will be sent to court for investigation in accordance to
chapter 242 part 1 of the Penal Code of Russian Federation.

Rebooting or turning off of the computer will lead to
prompt removal of all data, including the
operating system and BIOS, without ability of further
restoration.




2011: Reveton
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ar Osobitného Urcenia

alisticky a Expertizny Ustav

Policajného Zboru

Krajiny:

Mesto

ISP

Operatny systém
UzZivatelské meno:

VAROVANIE! Vas osobny pocitac je uzamknuty z bezpecnostnych dévodov by
z nasledujucich dovodov:

Ste obvineny z prezerania/skladovania asalebo distribicia pornografickych materidlov zakazané
obsahu (detskd pornografia/zvierackosti atd) Ze ste porudil Vieobecni deklaraciu o boji proti
Sireniu detskej pornografie a obvineny z trestného cinu podla danku 161 trestného zakonnika
Slovenske republiky.

Clanok 161 trestného zikonnika Slovenské republiky ustanovuje ako trest odiiatia slobody v trvani
5-11 rokou.

Tiez ste osoba podozrivd z poruSenia “zakon o autorskom prave a pravach sdvisiacich s
pravom” (stahovanie piratskej hudby, videa neletsenzionnogo softvér) a pouZitia a/alebo Sirenie
obsahu chraneného autorskym pravom. Tym ste osoba podozriva z porusenia clanku 148 trestného
zakonnika Slovenske republiky.

Clanok 148 trestného zikonnika Slovenské republiky, musi byt trest pokuta 150 az 550 zakladnych
jednotiek alebo odriatim slobody na dobu 3-7 rokov.

S pocitacom doSlo K neopravnenému pristupu k obmedzenému pristupu verejnosti k informaciam a
informaciam celostatneho vyznamu v Internete,

Neautorizovany pristup si mdZete dojednat zamerne z sebeckych motivov alebo neopravnenym
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Kde mozem ziskat' penazne poukazku
PaySafeCard?

Prehlad predajcov: PaySafeCard dostanes v mnohych
supermarketoch, trafikich, PaySafeCard dostanes na
viac ako 101 Eerpacich staniciach Agipu a OMV, vo

vybranych poboékiach stavkovej kancelarie Tipsport,
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2013: Cryptolocker =

Private key will be destroyed on
10/20/2013
12:37 PM

Time left

72:34:50

Your personal files are encrypted!

Your important fies encryption produced on this computer: photos, videos,
documents, etc. Here is 3 complete list of encrypted fies, and you can personally verify
this.

Encryption was produced using 3 unique public key RSA-2048 generated for this
computer. To decrypt the files you need to obtain the private key.

The single copy of the private key, which wil allow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a time
specified in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which wil automatically decrypt files, you
need to pay 300 USD / 300 EUR / similar amount in another currency.

Click «Ne: lect the method of payment.
?ﬁﬁo Reevetnn

Any attempt to remove or damage this software will lead to the immediate

destruction of the private key by server.




2014: Android/Simplocker

NATIONAL
SECURITY
AGENCY

DEFENDING OUR NATION
SECURING THE FUTURE.

RIGHT TO PAY A PENALTY WHICH IS SET TO U.S. DEPARTMENT
OF THE TREASURY, THIS WILL BE CONSIDERED AS AN
ACCEPTANCE OF MISUNDERSTANDING FACT AND AS A
COMPENSATION FOR EFFORTS MADE BY THE GOVERNMENT
ON THE CURRENT INVESTIGATION, ALSO THIS WILL PREVENT
THE SENDING OF ALERT MESSAGE TOWARDS ALL CONTACTS
FROM YOUR CONTACT LIST IN ORDER TO INFORM THEM
ABOUT AN OFFENCE YOU ARE INVOLVED IN.

AR AR

YOUR CAMERA IS USED FOR GATHERING ADDITIONAL
INFORMATION FOR INVESTIGATION. ALL THE FOOTAGE WILL
BE ADDED TO A CRIMINAL CASE.

NE TLT

Kara P fodlliira.




2016: Ransom 3 | .1

Address

Payout ratio 75%
Installs e 0
Lockscreens e 0
Paids (@ 0
(4]

Pald BTC°

BTC amount to ask: XSG

Don't be too greedy or people will not pay
Fully lock the computer o

Low CPU usage e
Show the lockscreen before encrypting e

Show a message box e

O Critical Error
® Yellow Exclamation
® White Information

Latent Timeout e

-pays: (.
- Hours: I
- Minutes: CHE

Download client scr

Don't worry if the download "hangs". While the download
bar is shown, Tor is receiving the file. Just wait.



2016: Petya victim of the PETYA RANSOMWARE?
o __________________________________________________________________________________________

The harddisks of your computer have been encrypted with an military grade
encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https://uwun. torproject.orgs". If you need
help, please google for "access onion page".

2. Visit one of the following pages with the Tor Browuser:

http:7//petya3?hStbhyvki.onion”
http:7//petyaSkoahtsf7sv.onion”/

3. Enter your personal decryption code there:

If you already purchased your key, please enter it below.

Key:



2016: Petya & Mischa
INUS Start

JACHAIMG

PETYA & MISCHA

HIGH INFECTION RATES PROVABLY FAIR

PETYA comes bundsled with his little brother MISCHA.
Since PETYA can't do his evil work without
administrative privileges, MISCHA launches when those
can't be obtained.
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What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment w aised
ayment will be raised on B Can 1 Recover My Files?
1672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
” But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do | Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,

click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

T S W 3 o Td 3 e

52002017 00:47:55

Time Left

S | ChockPament [N Deomt |




EternalBlue & WannaCryptor

WannaCryptor

EternalBlue is

NSA tools unveiled by Shadow 2.0 global
leak Brokers o'utbrea_k

AUG 2016 _ 25 APR 2017

@ ® L @ ®
UNKNOWN 14 APR 2017 12 MAY 2017
Shadow Brokers Microsoft releases
put tools on MS17-010 patch
auction ESET adds
EternalBlue

network detection



actual ransom @actual_ransom - Aug 2
Status of WannaCry wallets:
52.19666422 BTC ($142,361.51)

338 payments, 0 withdraws

Last payment:

2017-07-24 at 10:07 AM ET

actual ransom @actual_ransom - Aug 7
Final status of WannaCry wallets:

0 BTC ($0)

345 payments, 6 withdraws

Last payment:

2017-07-24 at 10:07 AM ET
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Hundreds of families |

New family every day !
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Ransomware(black) vs. downloaders(red)
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Trends in ransomware attacks

Users: Businesses:
* Emails with infected * Misuse of Remote Desktop
attachments (mostly Protocol (RDP)

executable .js, .vbs)

Distribution via exploits:
EternalBlue, EternalRomance,
Eternal*



TeleBots



Cyber Cyber *not financial
espionage sabotage profit
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XData ransomware outbreak detections
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Xdata ransomware outbreak detections
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BlackEnergy attack causing blackout
in lvano-Frankivsk

Dec 2016

Attacks on
sea transportation sector

March 2017

Dec 2015

Attacks on financial institutions

Supply chain attacks on M.E.Doc clients
(AESNI.C/Xdata)

June 2017

Jan 2017

Supply chain attacks on
financial sector

May 2017

Supply chain attacks on
M.E.Doc clients and their partners
(Diskcoder.C)



Diskcoder.C
(Petya, NotPetya)



Repairing file system on C:

The type of the file systemn iz NTFS.

One of your disks contains errors and needs to be repaired. This process
May take sewveral hours to complete. It is strongly recomrended to let it
complete.

HARNING: DO HOT TURN OFF YOUR PCt IF YOU ABORT THIS PROCESS, YOU COULD
DESTROY ALL OF YOUR DATA' PLEASE ENSURE THAT YOUR POWER CABLE IS PLUGGED
INt

CHEDSRE is repairing sector 24784 of 878H8B8 (28%)



Ooop=, vour iMportant files are encrypted.

If you see this text, then vour files are no longer accessible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your

files, but don’'t waste your time. MNobody can recover your files without our
decryption service.

e guarantee that you can recover all yvour files szafely and easily. HAll you
need to do is submMit the payment and purchase the decryption key.

Please follow the instructions:

1. Send $388 worth of Bitcoin to following address:
1IMz7153HMuxXTuR2R1178H1LG5dzaAt NbBUHX

2. Send your Bitcoin wallet ID and personal installation key to e-mMail
HonwsEMithl2345b6@posteo. net. Your personal installation key:
3TyBgqHu-UGBFAH-uJ4eND-J4ADoD-MWBNSf—-uCgAfc-obXibe—-tndnp5-xuwSTUN-XDGRKER

If you already purchased your key, please enter it below.
Rey:
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Pety...ent Zero



Supply-chain attack

An attack that seeks to damage an
organization by targeting less-secure or
vulnerable elements in the supply
network.
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Initial vector

Discovered by ESET
malware researcher
Anton Cherepanov

(won Pwnie Award 2017
at Black Hat USA)




Initial vector

Attacks were always in
close proximity to an
update of popular
Ukrainian accounting
software




14 M.E.Doc UPDATES

©occ o oo oo @ oo o®
| A >4

_ April 14th May 14th _ June 22nd

AESNI.C DISKCODER.C -
XDATA PETYA



“¢ ManageRolesDataMgr
3 ManageUsersDataMgr
5@ MeCom |

&é MessageMarker

“¢ Minlnfo |

# “% MobiSign2Impl

#® % MobiSignlmpl

# %% MonthPersMgr

+
+
B
+
+

BACKDOORED

+

*

*

"% UpdaterUtils
* _’f% UpgFromPrev
“¢ UpgFromPrevManager
® % UpgOperation
@ % UserManager

*

% “% ZApplicationVBImpl
& % ZDocSigningVBImpl

® % ManageRolesDataMgr
@ % ManageUsersDataMgr
B % MessageMarker

# %% MobiSign2lmpl

#® %% MobiSignimpl

® % MonthPersMgr

B % NakiManager

7N A0 LI
B #8 NalRiskLi

AL 1Dt

CLEAN

+ “% UpdaterUtils

@ 58 UpgFromPrev

# ¢ UpgFromPrevManager
® % UpgOperation

B % UserManager

# % WebGateMgr

® % WebSupportMgr

® % ZApplicationVBImpl
® % ZDocSigningVBImpl
#® % ZDocumentimpl



Data exfiltrated via M.E.Doc backdoor

EDRPOU*:
Unique legal identifier of every business in Ukraine
Proxy settings and email settings™:
Usernames and passwords

*Collected information stored into the Windows registry



- %
‘ Wireshark - Follow TCP Stream (tcp.stream eq 2) - backdoor_communication E@ﬂ

GET /last.ver?rnd=86bdB6fe7fat4edad72869c57a4dc572 HTTP/1.1 -
User-Agent: medocl@@llsg
Host: upd.me-doc.com.ua

HTTP/1.1 288 OK

Server: nginx/1.2.7

Date: Sun, @2 Jul 20817 14:81:17 GMT
Content-Type: application/octet-stream
Content-Length: 7

Last-Modified: Wed, 21 Jun 2817 21:35:84 GMT
Connection: keep-alive

Accept-Ranges: bytes

m

1881189GET /last.ver?rnd=8eSaed4fbc3984d51987536e496edf281 HTTP/1.1
| Cookie: EDRPOU=11112222;: un=Admin |

User-Agent: medocl@@llsg
Host: upd.me-doc.com.ua

Pscker 26. & client plifsl 5 server phtfsl 7 twmE)l Olick fo select.

[Entire conversation (1039 bytes) - ] Show and save data as |ASCII * | Stream 2 (=
Find: Find Mext

[FilterDutThisStream” Print H Save as... H Back H 3aKPEITE H Cnpaeka ]




Perfectly matches the way in
which DiskCoder.C was initially
executed on the infected
machines.

5— Same as previous but the supplied file should be a DLL and it will be
AutoPayload dropped and executed from the Windows folder using rundll32.exe. In

addition, once executed, it attempts to overwrite that dropped DLL and
delete it.




Diskcoder.D (aka
BadRabbit)
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X An update to Adobe® Flash® Player is avallable.

This update includes improvements in usability, online security and
stabillity, as well as new features which help content developers
deliver rich and engaging experiences.
Did you know...

= The top 10 Facebook

= Most of the top

= Flash Player
Note: If you have selected to allow Adobe to install update, this update
will be installed on your system automatically.

REMIND LATER INSTALL
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ESET Ransomware Shield

% 7
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Will it go away soon?
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