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Maersk's NotPetya losses could hit $378 million

A.P. Moller Maersk CEQO:

"This cyber-attack was a previously unseen type of malware, and
updates and patches applied to both the Windows systems and antivirus
were not an effective protection in this case."
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The Real Deal (Tor egay-clone)

Bitcoin usb
24 Hour DDoS 0743 $460.52
Soclal Medl: Hacking, Per Account 0104 $64.46
Apple Enterprise Certificate Private Key HM.8569 $9,20844

Cell Phone Hacking/
Phreaking
Hack Group o

SS7 AP Access (1 Month) $200.00

Bitcoin uso SMS / Call Spoofing (I Month) $20.00

Hacking Web Server (VPS or hosting) 043 $266.52
Setting up Keylogger 025 $154.95
Device Tracking (smartphone/PC) 032 $98.34 Rent-A-Hacker

Hacking Personal Computer 023 $42.56

Spyware Creation 035 $216.93 Bitcoin Uusd
Intelligence Report - Background Check 023 S42.56 Small jobs 035 $22114
Setting Up Your Own Botnet 093 $567.42 Medium-Large Jobs 089 $55285
Logs from Zeus Malware,

K0 GB (Stolen CCs, PayPal, Bank Accounts) 124 $768.56

Russia Hackers

Custom Ransomware (CTB-Locker)
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Marc Laliberte, Information Threat Analyst at WatchGuard

“Using a botnet in order to target companies to take them offline, stealing
Intellectual property and intentionally damaging hardware or software
sound like complicated undertakings to most people. And they are. But
they've never been more accessible.”

“‘Ultimately, crimeware-as-a-service (CaaS) offerings like these make it
much easier for less technically sophisticated individuals to gain access
to fairly sophisticated computer and network attacks — they lower the
barrier to entry significantly for cybercriminals.”
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WHAT IS THE

- DARK WEB?

— Deep Web

Over 90% of the information on the
internet is in the deep web and is not
accessible by surface web crawlers.
However, it doesn’t mean that they're
dark web areas - they're just one layer
removed from the public web that’s
searchable through search engines.

Dark Web

The d rk web consists of websites
that use public t net, but requi
spec! f software f ess and is not
d ed by rch engines to
onymity. Th stolen da t ais t aded.
sold and used for financial, political
or persona | gain.

The Dark Web

IS an encrypted computer
network that exists between
TOR (The Onion Router)
servers and their clients. It is
a place for various illegal
activities, from the sale of
drugs and weapons, to the
cyber-attacks.

— FIowmon
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IP address: 2.3.134.129
Domain name: LFbn-LY0-1-41-129.w2-3.abo.wanadoo.fr
Country: § I France

, It's easy to start
Blacklisted as: #r Known attackers .
R detecting TOR

MetRange: 2.0.0.0 - 2.255.255.255
CIDR: 2.0.0.0/8

MetMame: 2-RIPE

NetHandle: NET-2-0-0-0-1

P k= T
N:rt?I;peE}Allocated ta RIPE NCC U Se B I aC kl IStS
g:g:i_sa.tion: RIPE Network Coordination Centre (RIPE) th at are fal rly

RegDate: 2009-09-29

Updated: 2009-0%-30

Comment: These addresses have been further assigned to users in
Comment: the RIPE NCC region. Contact information can be found in
Comment: the RIPE database at http://www.ripe.net/whois

Ref: https://whois.arin.net/rest/net/MET-2-0-0-0-1

up-to-date

Resourcelink: https://apps.db.ripe.net/search/query.html
Resourcelink: whois. ripe.net

Maore...
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Market places and cryptocurrencies

Early Bitcoin developer Amir Taaki:

“l would argue that a big reason why Bitcoin became so cool and
became so interesting was because of drug markets. Bitcoin did not
get where it is because people could buy coffee or buy socks off the
Internet. It got to where it is because it was seen as a potent
weapon that people could actually use to thrust forward their politics
and their ideology.”

= Flowmon
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It IS a dangerous business

A Canadian man who was found hanged in a cell at the Narcotics
Suppression Bureau headgquarters in Bangkok was the admin the

world’s largest marketplace on the Dark Web, it has been claimed.

It had been dubbed “the new Silk Road”, and was typically only
accessible via special software or secret domains.

http://www.nationmultimedia.com/detail/breakingnews/30320753

= Flowmon
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Dashboard ~ [TWelees) [T6ies 1BTC = $1245.15 The Fatboy ransomware is dynamic
in the way it targets its victims;

the amount of ransom demanded

Is determined by the victim’s location.

Country

United States

§5321.00

Wallet Balance §5321.00

According to a member of a top-tier Russian
cyber criminal forum “polnowz”, Fatboy uses
a payment scheme based on The

Total 50 50 48 48 44 3 5 5 32 §5321.00

Date Program  Filelist Filelist Encryption  Encryption  Decryption  Decryption Pay Visit *rofit
. g i

economist’s Big Mac Index(cited as the
AEIE IR “McDonald’s Index” in the product

Start Sian Compleis Snart Complete Star

48 44

description), meaning that victims in areas
with a higher cost of living will be charged
more to have their data decrypted.
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Did you hear about
EternalRocks?

This worm,
dubbed EternalRocks uses seven
leaked NSA hacking tools to infect

a computer via SMB ports exposed
online. WannaCry used just one.

— FIowmon
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Ction and response Is mandatorx
" Artificial Intelligence and Machine Learning

— FIowmon
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Signature based detection is like border control — you
aren't on a blacklist, you may pass
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( THE DECISIVE FAGTOR INTHE FIGHT

AGAINST CYBER-THREATS.

INTELLIGENCE

uuuuuuuuuuuuuuuuuuuuuuu




Using data from airport surveillance, Anomaly Detection
is a brain with capability to detect suspicious behavior
of an unknown attacker anywhere, anytime, real-time.
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Attacks

port scanning,
dictionary attacks, DoS,
DDoS, Telnet

Unwanted
applications
P2P networks, instant

messaging,
anonymization services

Traffic anomalies

DNS, DHCP, ICMP.
multicast

Anomalies In
device behaviour
change of the long-

term behaviour, profile
of a device

Internal security

viruses, malware,
ransomware, botnets,
data leaking

Operational
problems
delays, excessive load,

unresponsive services
broken updates

wmon
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Indicators of Compromise

After initial compromise, malware

Malware activity represents and can be detected
= Port Scanning, dictionary attacks

Tunneling, protocol anomalies

Rouge DHCP or DNS server

High uploads

TOR traffic, P2P communications

« Communications with blacklisted hosts

Malware tries to be
= Low volumes of network traffic
« Detected only by the right technology & tools




What ransomware does in the network

Start Time - first seen

Source IP Destination IP

address address SAiBZcmmand Dp-?:ftlz'on SME)‘Zp-E“e Sl gLl SMsitlfile gﬁgtze Byles
132%54?58:]12 192. 163_222_?}5 192.168.222.2 0 ...... Qleeeeerennnnnns RE..CLCR..cvvene.. Open File WISZ 58\55":[2 invea-tech.avi 0 551256
e 02168.220 8 192.168.222.37 54 _.....Qlcrrcceee RE..CLCR.......... Open File  WIRIOBZIZZ e tech.avi o 1028
Start Time - firstseen  >oarce P Pestination IP SMB2 Command Opi"::tlz'on SMfpr_" e SMB2 Tree path SME;E e SMBZ pytes
e 1921682208 192.168.222.37 50 .oo.Shorrvveencnennnn, CLCR. v, Open File WISZAGB LD jove tech.av R
e 92168.222.50  192.168.222.200 .Sl CLCReen... Open File WISZASBZLL o eq tech.avi —
Start Time - first source 1P Destination IP SMB2 Command Gp?::tl%on smgz;:ile SMB2 Tree path SMB2 File path oL Bytes
13251;63253112 192.168.222 3 192.168.222.37E0 ....SIQl....c..... WR....CLCRueen..... Create File 192 53‘:55;‘].1; fh533dk8crasafadd2. locky 0 125327
e 192.168.222.5%  192.168.222.2E0 ...SIQluue.nen, WR....CLCR..ceevee. Create File 1721682222 fhs330kacrasafaddz.locky o 1018

1. Copying a file from shared storage onto the infected station
2. Deleting the copied file from the shared storage

3. Uploading encrypted version of the file back
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Signature Is not necessary

Edit custom pattern x

Unique identifier in BPATTERNS method configuration
Pattern code Petya

Description in BPATTERNS method configuration
Pattern description |petect Petya ransomware communication
from compromised hosts in network.

Text displayed in detail of detected event
Pattern detail |Petya ransomware detected

Expression describing behaviour pattern

Pattern 'destination_ip_address =
Tools.ip_to_int('95.141.115.108') OR
destination_ip_address =
Tools.ip_to_int('185.165.29.78") OR
destination_ip_address =

Pattern description |FatBay - ransomware-as-a-service (Raas

Add new custom pattern x

Unigue identifier in BRATTERNS method configuration
Pattern code FatBay

Description in BPATTERNS method configuration

)

product|

Text displayed in detail of detected event
Pattern detail FatBoy ransomware detected

Expression describing behaviour pattern
Pattern destination port = 88 AND

destination ip address =
Tools.ip to_int({'178.254.236.182")

)

Tools.ip_to_int('84.200.16.242") OR e |
destination_ip_address = Add new custom pattern J
Tools.ip_to_int('111.9@.139.247") 1°F
Unigue identifier in BPATTERNS method configuraff
m Pattern code |EternalRocks
= |

Description in BPATTERMS method configuration
Pattern description |EternalRocks is a ransomware trojsn and
worm on Microsoft Windows

Petya

Text displayed in detail of detected event
Pattern detail [EtemnalRocks detected|

Expression describing behaviour pattern
Pattern |hitp host = 'ubgdgnoSeswkhmpy.onion' OR
http_host = *Torproject.org®

P

FatBoy

EternalRocks

Edit custom pattern x

Unique identifier in BRATTERNS method configuration
Pattern code [WANACRYPTOR

Description in BRATTERNS methed configuration

Pattern description [petection of communication with known
domain related to WanaCrypter.

Text displayed in detail of detected event
Pattern detail |WanaCryptOr detected

Expression describing behaviour pattern

Pattern http_host =
"aposdfjhgosurijfaewrwergwea.com'

P

WannaCry
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90% OF SECURITY BUDGET IS
SPENT ON PERIMETER

WHILE ONLY 25% TARGET IT
INSIDER THREATS ARE THE
BIGGEST WORRY




ANTIVIRUSES SEARCH FOR KNOWN
AND DOCUMENTED ATTACKS

TO DISCOVER AND DOCUMENT A
NEW TYPE OF ATTACK MAY TAKE
MONTHS




SIEM's ARE A MUST HAVE BUT THEY
ARE ONLY AS STRONG AS THEIR
DATA SOURCES

EARLY DETECTION INSIDE LAN,
NON-DEPENDENT ON SIGNATURE IS
THE MISSING LINK

Network
Visibility &

~ Security

Perimeter @ Endpoint
Security @ Security

Flowmon
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Inline vs. Olfiee & ek:11le

Intrusion prevention systems (IPS) Intrusion detection systems (IDS)

Firewalls and next-generation
firewalls (NGFWSs)

Behavior analysis systems

Forensic tools

Data loss prevention (DLP) systems Data recording

Unified threat management
(UTM) systems

Packet capture (PCAP) tools

Malware analysis tools

SSL decryption appliances

SIEM and Log Management
Web application firewalls (WAF)

= Flowmon
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BUILDING WALLS AND CHECK POINTS

90% of the security budget = mainly perimeter security -
where only 25% of attacks target this point in the network.

ENSURING YOUR INVESTMENTS

TO PREVENTION DO NOT GO WASTED LAYING CLEVER TRAPS

Early detection with Flowmon Anomaly
Detection System covers gaps left by standard
prevention technologies and represents

the people, time, skillset which are lacking

to identify a problem before it causes major
impacts on company productivity.

Flowmon stores the full statistical history

of communication and provides

on-demand and auto-triggered recording

of detected incidents. It is a reliable
source-of-truth and enables you

to understand the characteristics of an attack
and to discover bottle-necks, predict
upcoming attacks and to insure

better prevention.

REDUCING MEAN-TIME-TO-RESOLVE

RESTORING BUSINESS AS USUAL

Fundamental network and security tools that many

) of us already use in day-to-day operations have
Eliminate unnecessary costs on IT operations the capabilities necessary to block or restrict

arfullnlsure t'me_e':ﬁﬁlintl disaster recovery suspicious traffic. Use the whole potential
with Flowman, which helps you to conduct of such technologies you have already implemented

an assessment of the scope of the attack. with Flowmon to provide a flexible incident response
This includes understanding what parts of the network at no additional costs.

have been compromised, what needs to be re-installed,
recovered, and adjusted. Flowrmon enables effective
collaboration between all IT teams.

Flowmon
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Network Information System
Security Dlrectlvg
New EU legislation

A EEEEEEEENEDR EEEEEEEEENER
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NISD — Network and Information Security Directive

= The Directive on security of network and information o el
systems from adopted by the European Parliament on e nis birective and National csIRTs
6 J u Iy 2016 ::::::::::a:::r:l::ions of the upcoming Directive and how it may translate for CSIRTs.

« Member States (BG, ES, CS, DA, DE, ET, EL, EN, FR,
HR, IT, LV, LT, HU, MT, NL, PL, PT, RO, SK, SL, FIl, SV)
will have 21 months to transpose the Directive into
their national laws and 6 months more to identify
operators of essential services

- The laws and guidelines that have evolved in this area
are associated with
safeguarding critical infrastructure — energy,
transport, water, banking, financial market
Infrastructures, healthcare and digital infrastructure.

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L.1148
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http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L1148

NISD — Network and Information Security Directive

= LArticle 74 Operators of essential services are
required to take “appropriate and proportionate technical Sl :

. . . The NIS Directive and National CSIRTs

and Org anlsatlonal measures to man age the rISkS ENISA looks into the provisions of the upcoming Directive and how it may translate for CSIRTSs.

posed to the security of network and information systems. ' |

« Requirement (under penalties) to report, without undue
delay, significant incidents to a Computer Security
Incident Response Team or CSIRT.

= LArticle 16 Digital service providers, which is the EU’s
way of saying ecommerce, cloud computing, and
search services.

« CSIRTs - center of the NIS Directive, collecting
Incident data, responsible for monitoring and
analyzing threat activity at a national level, issuing
alerts and warnings, and sharing their information
and threat awareness with other CSIRTS.

* *
* . European Union Agency for -
,' er'v'lsa Network and Information Security TOPICS NEWS PUBLICATIONS EVENTS

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L.1148
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http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L1148

Planned IT security investments (3-5 years)
Article 14, 16 of NISD (and Article 25, 32, 33, 35 of GDPR ) technical measures

MALWARE PROTECTION (ANTIVIRUS, FIREWALL)

APPLICATION SECURITY

EVENT LOGGING FOR INFRASTRUCTURE AND

INFORMATION SYSTEMS, THEIR USERS AND... g

CYBER SECURITY DETECTION TOOLS

USER IDENTITY MANAGEMENT (ACCESSES,
BIOMETRIC SYSTEMS)

ACCESS CONTROL, AUTHORIZATION (MANAGEMENT
OF USER PRIVILEGES)

PHYSICAL SECURITY (ACCESSES, SURVEILLANCE)

SECURITY EVENT COLLECTION AND EVALUATION

ENCRYPTION (COMMUNICATION AND DATA)

CYBER SECURITY OF INDUSTRIAL CONTROL
SYSTEMS (ICS)

NONE OF THE ABOVE

0%

5%

10%

GfK Research for Infotrendy 2017

% 15%

15%

20%

25%

30%

35%
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Thank you

Performance monitoring, visibility and security
with'a single solution

Roman Cupka, Country Manager SSE
roman.cupka@flowmon.com, +421 948 464 123

Artur Kane, Technology Evangelist
artur.kane@flowmon.com, +734 754 449

Flowmon Networks a.s.
Sochorova 3232/34

616 00 Brno, Czech Republic
www.flowmon.com
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