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It’s not If, it’s When



New Cyber Threat Reality

Hackers will likely
command and control

your environment via web 

You’ll most likely be 
infected via email

Your environment
will get breached



A vendor buffet is not a strategy



No algorithm needed to figure out
how ineffective this is!



Cisco Security Architecture

Endpoint CloudNetwork

Threat intelligence -

Services



1% of Customer Devices Are Infected

Sample report demonstrating an advanced threat visibility gap: http://cognitive.cisco.com/preview



Early Detection & Response with
Artificial Intelligence

Anomalous
Traffic

Threat
Incidents

Malicious
Events

Anomaly 
detection

Trust
modeling

Event 
classification

Relationship
modeling

50K
incidents
per day

Cognitive Threat Analytics (CTA)

10B
requests
per day



Attacks Use Encrypted Traffic

of organizations 
are victims of 

malicious activity

80%
of attacks used 

encrypted traffic to 
evade detection

41%



Malware Detection

Known 
Malware Traffic

Known 
Benign Traffic

Extract Observable 
Features in the Data

Employ Machine 
Learning techniques 

to build detectors

Known Malware 
sessions detected
in encrypted traffic

“Identifying Encrypted Malware Traffic with Contextual Flow Data” 
AISec ’16 | Blake Anderson, David McGrew (Cisco Fellow)

Cisco Research



Initial Data Packet Sequence of Packet 
Lengths and Times

How can we inspect encrypted traffic?

Make the most of the 
unencrypted fields

Identify the content type 
through the size and timing of 

packets

Self-Signed Certificate

Data Exfiltration

C2 Message

Global Risk Map

Who’s who of the Internet’s dark 
side

Broad behavioral information 
about the servers on the Internet.



Encrypted Traffic Analytics
Detect malware 
without 
decryption

... through 
MACHINE 
LEARNING & 

correlation of 
global threat 
behaviors



The Network. Intuitive. 
Constantly learning, adapting and protecting.

Intent-based 
Network Infrastructure

DNA Center

AnalyticsPolicy Automation

I N T E N T C O N T E X T

S E C U R I T Y

L E A R N I N G

Turns business intent 
to business results




