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CerberRing  
An in-depth exposé on Cerber ransomware-as-a-service 
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Budovanie Ransomware business 

 [Protected] Non-confidential content​ 

Čo potrebujete pre vybudovanie úspešného business: 

 Produkt 

 Business model 

 Marketing 

 Operations 

 Financie 
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Cerber Ransomware: Produkt 

 [Protected] Non-confidential content​ 



©2016 Check Point Software Technologies Ltd.  6 

Produkt 

 [Protected] Non-confidential content​ 

 Doručený vo forme dokumentu s makrom 

 Šifruje súbory a file share, žiada peniaze 

 Rýchlo sa mení, polymorfický, perzistentný 

 Používa RC4 a RSA šifrovacie algoritmy 

 Platforma: Server a Client 

 Rôzne evansion mechanizmy (AV, UAC, Sandbox…) 
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Enable Macro  

Produkt: ako funguje 
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Enable Macro  PowerShell download 

Cerber executable 

Produkt: ako funguje 
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Enable Macro  PowerShell download 

Cerber executable 

Bypass UAC 

Produkt: ako funguje 
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Enable Macro  PowerShell download 

Cerber executable 

Bypass UAC Execute 

Produkt: ako funguje 
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Enable Macro  PowerShell download 

Cerber executable 

Bypass UAC Execute 

Produkt: ako funguje 
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 encrypt.network 

 min_file_size 

 blacklist.files 

 blacklisted.folders 

 ip_geo 

 blacklist.countries 

 servers.send_stat 

 virtualization evansion 

Dodatočné nastavenia 



©2016 Check Point Software Technologies Ltd.  13  [Protected] Non-confidential content​ 

Produkt: Server strana 
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Business Model 
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Business Model 

RANSOMWARE-AS-A-SERVICE 

 40% k autorovi ransomware 

 60% k „partnerovi/predajcovi“ 
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Operations 

Distribučné kanály: 

 Exploit kits* 

 Magnitude 

 Neutrino 

 Rig 

 Email 

41% 

59% 

Distribution methods 

Exploit Kit

Email

Common vulnerability exploited: 

Adobe  flash zero day exploit (CVE-

2016-1019) 
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Business Model 

13,491 installed to 116 ransom 

payments, earning 34,800.74  

USD between Apr-May 16 

Abbreviations used in the Profit section:  

CRI – Conversion Rate Installs (Number of payments/Installs)  
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Business Model 

10,178 installed to 164 ransom 

payments, earning 58,458.06 

USD between Feb-Apr 16 

Abbreviations used in the Profit section:  

CRI – Conversion Rate Installs (Number of payments/Installs)  
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CerberRing 

Aktuálne beží cca 161 aktívnych Cerber kampaní 

8 nových kampaní vzniká každý deň 

150,000 obetí za Júl (conv. rate ~1.5-3%) 

Obete pochádzajú z 201 krajín 

Ročný zisk je cca $2.3M 

V ČÍSLACH 
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Evolúcia Ransomware 

Source: Symantec: The evolution of ransomware  

“Tiché šifrovanie”: 

- Za pár mesiacov – backupy sú 

zaśifrované 

 

Nové cesty šírenia malware - 

červ: 

- Šírenie ako červ 

- Ransomware + Conficter 

 

RansomWeb 

- Šifruje web aplikačné data  

- “Tiché šifrovanie” 

- Šifruje DB + backupy 

 

 

 

 [Protected] Non-confidential content​ 
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Ako sa brániť proti Ransomware 

 [Protected] Non-confidential content​ 
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Architecture 

Internet 

MPLS 

PCI 

DMZ 

 

Remote 

Sites 

R 

     NG FW 

5 

Remote 

Sites 

HQ Office 
     (LAN) 

GOV 

BPN 

    Services 

(AD/Mail etc) 

FW + IPS 

V V 

FW + IPS 

V V V 

VDI 
FW + IPS 

V V FW 

• Firewall 

• IPS 

• Anti-Bot 

• App Control / URLF  

• Threat Emulation 

• IDA / Proxy 

 

Perimeter Segment 

MPLS / External Segment 

Internal Segment 

Data / External Segment 

Mobile Security 

Endpoint Security 

• Kontrola dat 

• Kontrola zařízení 

• Šifrování dat 

• Kontrola aplikací 

• Vzdálený přístup 

• Ochrana před viry 

• Client firewall 

• SBA agent 

Správna Architektura 

Public Cloud 

• Firewall 

• IPS 

• Anti-Bot 

• VPN 
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Správna Architektura 

Kompletná ochrana 

Podpora všetkých business platforiem 

Centrálny management a Reporting 

Firewall Application Control IPS DLP Web 
Security 

Anti-bot Threat 
Emulation 

Antivirus Threat 
Extraction 

Next Generation Firewall Malware Protection Zero-day protection Data protection 

Document 
Security 

Endpoint and Mobile Protection 

Mobile 
Security 

Endpoint 
Security Suite 

Security Appliances Virtual Appliances and SDN Endpoint and Mobile devices 

Centrally Managed & Integrated Monitoring and Reporting Incident Response 
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Rozvoj technologií 

 NGFW sú efektívne z ~75% 

 

 Vzostup nových technologií 

(Behavior based) 
 Machine Learning / AI 

 2nd generation Sandboxes 

 Zero-day endpoint protection (NG AV) 
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Examine: 

• System Registry 

• Network Connections 

• File System Activity 

• System Processes 

Open and try to detonate files 

TRADITIONAL 1ST GENERATION SANDBOX 

Watch for telltale signs of malicious code at the Operating System level 

T H R E AT  C O N T AI N E D  

[Restricted] ONLY for designated groups and individuals 



©2015 Check Point Software Technologies Ltd.  26 

Malware se snaží sandboxů 1. generace vyvarovat 
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VULNERABILITY 

EXPLOIT 

SHELLCODE 

MALWARE 

Thousands 

Millions 

Only a Handful 

EVASION CODE 

Tradičný sandbox 

CPUL detekce odhalí malware 
Dříve než dojde k jeho stažení…. 

Dříve než dojde na jeho spuštění… 

Detekce na úrovni CPU (CPU Level) 
a dodatečná statická a heuristická analýza 
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Normal Execution ROP Execution 

Shellcode 

push ebp 

mov ebp, esp 

mov eax, ebx 

pop ebp 

retn 4 

db cc 

push ebp 

mov ebp, esp 

--- 

--- 

--- 

mov ebx,[var1] 

lea eax,[var2] 

call ebx 

--- 

mov eax,0xc394 

--- 

pop ebp 

ret 

--- 

push ebp 

mov ebp, esp 

push 0xC359 

call F2 

add eax, eax 

inc eax 

inc eax 

inc eax 

pop ebp 

ret 

Addr1 

Addr3 

Addr4 

Addr5 

Addr2 

Addr0 

Stack 

F0_ptr 

push ebp 

mov ebp, esp 

mov eax, ebx 

pop ebp 

retn 4 

db cc 

push ebp 

mov ebp, esp 

--- 

--- 

--- 

mov ebx,[var1] 

lea eax,[var2] 

call ebx 

--- 

mov eax,0xc394 

--- 

pop ebp 

ret 

--- 

push ebp 

mov ebp, esp 

push 0xC359 

call F2 

add eax, eax 

inc eax 

inc eax 

inc eax 

pop ebp 

ret 

F1 

Addr0 

Stack 

Addr1 

Addr2 

Addr3 

Addr4 

Addr5 

F1_ptr 

Data1 

Data 

F2 

F0_ptr 

F1_ptr 

F1_ptr 

Data1 

Data 

esp 

F0 eip 

SH 

G1 

G2 

Addr1 

Addr2 

G2_ptr 

SH_ptr 

G1_ptr 

Addr0 

Stack2 

var1 

var2 

esp 

G0_ptr 

Stack2 

var1 
var2 

F0 

G0 
ret 
xchg esp, eax 

eip 

Building a ROP Gadgets Dictionary -  
To gain privileges to run the malware 

 [Restricted] ONLY for designated 

groups and individuals​ 
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Leveraging the Haswell CPU 

Modern processors include sophisticated debug and performance 
monitoring mechanisms 

• Tracks the flow of branch operations 
̶ Operations that change execution flow of a running process 
̶ Output is usually a trace of records in a FROM->TO format, 

which represent the branch operations the CPU processed 

• Concept of using this to mitigate control flow 
exploits has been subject of academic research… 

        … Haswell makes it feasible for threat prevention 

 [Protected] Non-confidential content​ 
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Machine Learning inside Sandboxing 
Malware detection using Big Data and Machine Learning 
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Machine Learning inside Sandboxing 
Malware detection using Big Data and Machine Learning 
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TRADITIONAL SANDBOXES ARE IN DETECTION or SLOW 
 

• As a result many sandboxes are deployed in non-blocking mode 

• Allows malicious files to reach the user while the sandbox inspects the 
file in the background 

INSPECTION TAKES TIME 

[Restricted] ONLY for designated groups and individuals 
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[Protected] Non-confidential content 

Sandblast - Check Point Threat Extraction 
 

Clean potentially malicious content from documents 
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Okamžitá ochrana příloh 
Rychlé doručení bezpečné verze 

Vyčištěná verze originálu  

nebo konvertováno do PDF  

pro eliminaci rizik 
 [Confidential] For designated groups and individuals​ 
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Users working remotely External storage devices 

Encrypted content Lateral movement 

Endpoints Require Advanced  
Zero-Day Protection 



©2016 Check Point Software Technologies Ltd.  37 

70,000 Processes 

1,500,000 Unique URLs 

2,000,000 Registry operations 

50,000,000 File operations 

A TYPICAL MONTH ON A PC 

ONE PC 

= BIG DATA 
 [Restricted] ONLY for designated groups and individuals​ 



©2016 Check Point Software Technologies Ltd.  38 

Processes 
Registry 

Files 

Network 

OK… but NOW WHAT?! 

 [Restricted] ONLY for designated groups and individuals​ 

Collecting Forensics Data is Easy 
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Making Sense out of BIG Forensics Data 

 [Restricted] ONLY for designated groups and individuals​ 
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[Protected] Non-confidential content 
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EMULATION AND EXTRACTION SERVICE 

SandBlast Service 

CHECK POINT CLOUD 

SandBlast TE Appliance 

HOSTED ON PREMISE 

 [Confidential] For designated groups and individuals​ 
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Záver 
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Blokujte Zálohujte Vzdelávajte 

Architektúra 
2nd generation of 

Sandboxing 
Zero-Day Endpoint 

Protection 

Doporučenie: 
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S čím Vám radi pomôžeme: 
 

 Návrh architektury pre Zero-Day ochranu 

 Otestovanie / PoC Sandblast 

 Security Check Up – overenie stavu siete 

 Rýchle nasadenie / zapožičanie zariadenia v prípade útoku 

IT makes sense 
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ĎAKUJEM 


