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Budovanie Ransomware business /

Co potrebujete pre vybudovanie Uspedného business:
*= Produkt

= Business model
= Marketing

= Opgrations

. Finéncie




Cerber Ransomware: Produkt




Produkt

= DorucCeny vo forme dokumentu s makrom
= Sifruje subory a file share, Ziada peniaze
= Rychlo sa meni, polymorficky, perzistentny
= Pouziva RC4 a RSA sifrovacie algoritmy
Platforma: Server a Client .

= R6&zne evansion mechanizmy (Nf@jbox...)
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Enable Macro == PowerShell download
Cerber executable

A sample JGP file — Cerber ransomware payload
is appended to animage data

The marked bytes are the beginning of the XOR-ed Cerber executable




Enable Macro == PowerShell download =) Bypass UAC
Cerber executable

UAC Bypass
The ransomware tries to bypass UAC and execute with elevated system privileges:

1.Check if the HELM \ u
If not set, Cerber launches in eval mode using the arguments|—
execution mode and start the encryption process. If the[EnableLua flag is set, Cerber enumerates the
to locate files with the following features:

e Files with EXE extension and none of the|FILE ATTRIBUTE TEMand|FILE ATTRIBUTE HIDDEN(file attribute

y oEl
tionLevel le

¢ The|ExElfiles must contain an imported|DLL whose name does not start wit -ms-win- and does notappearin
\E nD11s|directory object.

2.Copy the matched|DLL|[referenced by the[ExE|file] to the|3 TEMP% directory using a random name with altmp [extension. It
then patches the first instruction of the D11EntryPoint|, redirecting the execution flow to the malicious code, which is
responsible for running Cerber with elevated privileges.

3.Create arandomly named directory using|[2-Za—z0-9] |characters in the|%svsSTEM32%|directory.
4.Setthelcer? s|property for the|shell TrayWwndwindow to FALSE.

5.Create th er. . si ENDED state and inject malicious code inside the




Enable Macro == PowerShell download ==y Bypass UAC =y Execute

Cerber executable /

Default Mode

Default Mode Watchdog Mode

Start Mode

Encryption Process

Shadow Watchdog BEESIEIRENN ncryption
Mode Mode Mode Start Mode




Produkt: ako funguje

Enable Macro == PowerShell download ==y Bypass UAC m=mp Execute
Cerber executable

| Your documents, photos, databass and other important fil
' o have been encrypted! = St

S If you understand all imorte oft sitim then we propose to you |
to directly to your personal page where you will receive the camplete |
: ¢ ¢ instructions and guarantees to restore your files.

There is a list of temporary addresses to go on your personal page belaw:

B http://r.erfrqa.395i.wi/8((-1483-5727%5-9BF8

http://cerberhhyed5frqa.onion/28CC- 143-727-E -9BF8 (T)




Virtualization Technolegy Based Evasions

encrypt.network Evasion Tchnique Doscription

Hypervisor Checks if ECX 315t bit is set after executing cpuid assembly instruction with the EAX register

VirtualBoe

min_file_size
blacklist.files
blacklisted.folders

Ip_geo
blacklist.countries

Parallels

QEMU

VMWare

servers.send_stat

virtualization evansion
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Business Model
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RANSOMWARE-AS-A-SERVICE

40% k autorovi ransomware
60% k ,partnerovi/predajcovi®



Distribution methods

Distribucneé kanaly:

m Exploit Kit
Email

Exploit kits*
Magnitude
Neutrino
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Common vulnerability exploited:

Adobe flash zero day exploit (CVE-
2016-1019)




13,491 installed to 116 ransom

Encryption Encryption Encryption Number of
Installs  Started Good Started Bad Completed Visit Landing payments ° CRI Profit

4 . payments, earning 34,800.74
: b B M et USD between Apr-May 16

148 2 49 6.08% 6 2 3140.09)

5.36% 195242 (104358.19)

2.49% 6% 10,2516 4601.02)
241% 5.5179 (& 2524.92)
0.00% 0.0000 0.00)
1.96% 1. 741¢ 797.06)
6822.82)
3480.63)
2.80% 0 ( 162 89)
2.14% 0.2263 103.53)
2.34% 02388 109.27)
433

76,0522 34800.74

Abbreviations used in the Profit section:
CRI — Conversion Rate Installs (Number of payments/Installs)




Dashboard 10,178 installed to 164 ransom

payments, earning 58,458.06
- T USD between Feb-Apr 16

Encryption Started Bad
Encryption C eted: 5

Encryption Encryption Encryption Number of
Date Installs Started Good Started Bad Completed Visit Landing payments CRV™ CRI’ Profit

a ! 0 0.00% 0.00% 0 0 0.00)
83 7 2.15% 1 2 (L] 1943.45)

204 ) 37 1.60%

(L 3133.63)

(] 6260.85)

Abbreviations used in the Profit section:
CRI — Conversion Rate Installs (Number of payments/Installs)

4201.29)




Aktualne bezi cca 161 aktivnych Cerber kampani

8 novych kampani vznika kazdy den

150,000 obeti za Jul (conv. rate ~1.5-3%)

Obete pochadzaju z 201 krajin

Rocény zisk je cca $2.3M

\ )
........

19



Evolucia Ransomware

“Tiché Sifrovanie”:
Za par mesiacov — backupy su
zasifrované

Nove cesty Sirenia malware -
cerv:

Sirenie ako &erv

Ransomware + Conficter

RansomWeb
Sifruje web aplikaéné data
“Tiché Sifrovanie”
Sifruje DB + backupy

[Protected] Non-confidential content Source: Symantec: The evolution of ransomware



Ako sa branit’ proti Ransomware




Spravna Architektura

Check Point

SOFTWARE TECHNOLOGIES LTD.

MPLS / External Segment

T\
Remote
Sites

—

)
Remote
Sites

FW + IPS

(e

Services
(AD/Mail etc)

Perimeter Segment

Data / External Segment

Firewall

IPS

Anti-Bot

App Control / URLF
Threat Emulation
IDA / Proxy

FW + IPS

v

FW + IPS

B E

HQ Office
(LAN)

Internal Segment

©2016 Check Point Software Technologies Ltd.
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Public Cloud
\\‘I
== Microsoft Firewall i
IPS !
_ NN Anti-Bot i
7] i
'amazon i |
1

~

Mobile Security
Endpoint Security

Kontrola dat
Kontrola zafizeni
Sifrovani dat
Kontrola aplikaci
Vzdaleny pfristup
Ochrana pried viry
Client firewall
SBA agent

_____________________________________________




Spravna Architektura

Kompletna ochrana

Data protection

Zero-day protection

Next Generation Firewall Malware Protection

Check Point

SOFTWARE TECHNOLOGIES LTD.

Endpoint and Mobile Protection

& 3

Firewall Application Control IPS Web Antivirus Anti-bot Threat Threat DLP Document Mobile Endpoint
Security Emulation Extraction Security Security Security Suite

Podpora vsetkych business platforiem
Security Appliances Virtual Appliances and SDN Endpoint and Mobile devices

== Microsoft '::l|lslé|c;. :’mware\ — |ﬁ|

. - mmg Microsoft
() vmware samazon — an>zo1>
"% webservices™ — P
openstack - KV M s | AI@S X

Centralny management a Reporting

Centrally Managed & Integrated Monitoring and Reporting

Incident Response
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©2015 Check Point Software Technologies Ltd.
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Rozvoj technologii

- NGFW su efektivhe z ~75%

- Vzostup novych technologii
(Behavior based)
Machine Learning / Al

: w2411, Big Analytics et
2nd generation Sandboxes leies % =Mining
0 E EB”;°S.ndeml POSRSE ,,...N‘“mmg Lata ,uu “’
Zero-day endpoint protection (NG AV) e eleanning < T e




TRADITIONAL 1°" GENERATION SANDBOX

Check Point

Open and try to detonate files

Examine:
System Registry
Network Connections
File System Activity
System Processes

Watch for telltale signs of malicious code at the Operating System level

©2015 Check Point Software Technologies Ltd. [Restricted] ONLY for designated groups and individuals 25



Malware se snazi sandboxti 1. generace vyvarqoyae

SOFTWARE TECHNOLOGIES LTI

For Every Anti-Evasion There’s an Evasion >

Sandbox
imitates human Malware detects a

behavior ‘ virtual human’

Malware looks for a
numan

©2015 Check Point Software Technologies Ltd.



Detekce na urovni CPU (CPU Level) oot Poit

a dodatecna staticka a heuristicka analyza

Thousands
VULNERABILITY

%mmwi
Only a Handful ;: : Check Point
EXPLOIT '3 Sa nd Blast
2 . PROTECTION

CPUL detekce odhali malware
Drive nez dojde k jeho stazeni....

SHELLCODE

EVASION CODE Drive neZ dojde na jeho spusténi...

Millions
MALWARE ‘ Tradiny sandbox

©2016 Check Point Software Technologies Ltd. [Confidential] For designated groups and individuals 27




Building a ROP Gadgets Dictionary -
To gain privileges to run the malware

Normal Execution ROP Execution

push ebp

mov ebp, esp

mov eax, ebx

pop ebp

retn 4

db cc

| push ebp
ebp, esp

Check Point

SOFTWARE TECHNOLOGIES LTD.

mov ebx, [varl]
lea eax, [var2]

ebx, [varl]
lea eax, [var2]

call ebx Data call ebx Data

mov eax,Oxc394 GO xchg esp, eax
ek
I Pop ebp

ret

push ebp
mov ebp, es
push 0%C359 Stack
call F2

add eax, eax
inc eax

inc eax

mov ebp, esp
push 0xC359
call F2

add eax, eax
inc eax

Stack2

eax
eax
ebp

inc eax

pop ebp
ret

[Restrlcted].OI_\Ill_Y for designated
02016 cheFOYRS AN individuals
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Leveraging the Haswell CPU

Check Point

Modern processors include sophisticated debug and performance
monitoring mechanisms

* Tracks the flow of branch operations

— Operations that change execution flow of a running process

— Output is usually a trace of records in a FROM->TO format,
which represent the branch operations the CPU processed

* Concept of using this to mitigate control flow S Y

3}
\\\\\\
\\\\\
\\\\\\\\\\

exploits has been subject of academic research... &

.. Haswell makes it feasible for threat prevention

©2016 Check Point Software Technologies Ltd. [Protected] Non-confidential content
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Maching

VIEIWETEINETECTION using Big Data and MachinENseEiginyg

©2016 Check Point Software Technologies Ltd. 31



Check Point
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TRADITIONAL SANDBOXES ARE IN DETECTION or SLOW Cht

INSPECTION TAKES TIME

* As a result many sandboxes are deployed in non-blocking mode

* Allows malicious files to reach the user while the sandbox inspects the
file in the background

'
| L
$

©2016 Check Point Software Technologies Ltd . [Restricted] ONLY for designated groups and individuals



Sandblast - Check Point Threat Extraction

Check Point

Clean potentially malicious content from documents

ORIGINAL
o0 RECONSTRUCTED
DOC
=W
3

content including active content and

varigus embedded objects are removed

and files are reconstructed using known
safe elements. Reconstructed files
eliminate potential threats while providieg
zero malware documents with no delays.

- THREAT

EXTRACTION

[Protected] Non-confidential-content
©2016 Check Point Software Technologies Ltd. 34



I’_’ Okamzita ochrana priloh

Rychlé doruceni bezpecné verze

Q‘_ Reply rQl_ Reply All EE', Forward
Tue 5/4/16 6:03 PM
Yonni Shelmerdine
SECURITY ALERT! Skipped Invoice

To  Yonni Shelmerdine

Message [1 invoice.cleaned.pdf

Check Point SandBlast Threat Extraction has cleaned an at
elements.

To access the original file, please click here

ent named Invoice.doc as it was determined to contain potentially malicious

Check Point

SOFTWARE TECHNOLOGIES LTD.

s

Hi Yonmi,
Attached 1s invoice #4409 881.69 from May which was missing from the onginal summary.

I am out of the office tomorrow and Monday, so I'm emailing you now to request that you go over the'®

[Blocked Malicious URL] and complete they payment as soon as possible.

Julia Reyes / Credit Manager
Pacemaker Steel and Piping Co. Inc.
Tele: 740 247-2569

Fax: 740 110-7691

This Email was secured by Check Point SandBlast Connector for Office 365

©2016 Check Point Software Technologies Ltd.

‘o1ce, submit the detas

Pacemaker Steel and Piping Cc
Tele: 740 247-2569
Fax: 740 110-7691

INVOICE

Invoice Number: 4409 881.69

Vycisténa verze originalu

nebo konvertovano do PDF

pro eliminaci rizik
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| A TYPICAL MONTH ON A PC

= 70,000 Processes
1,500,000 Unique URLs
2,000,000 Registry operations
50,000,000 File operations

T mr‘n) [ 4

[Rektricted] ON L
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Collecting Forensics Data Is Easy

Reglstry

Flles

OK... but NOW WHAT?!

[Restricted] ONLY for designated groups and individuals



Making Sense out of BIG Forensics Data
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Recycle Bin

To leave Ful
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Check Point QQSEJC‘HNEO?.!!JTE

SandBlast EMULATION AND EXTRACTION SERVICE

ZERO-

PROTECTION / THREATCWD \
CHECK POINT CLOUD HOSTED ON PREMISE

SandBlast Service

O AGENT CLOUD &b

[Confidential] For deS|gnated groups and individuals
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Doporucenie:

Blokujte Zalohujte Vzdelavajte

S ocT ol s Jll Ghock Point

: . 2nd generation of Zero-Day Endpoint
Architektura Sandboxing Protection

©2015 Check Point Software Technologies Ltd. [Confidential] For designated groups and individuals



S Cim Vam radi pombzeme:

/' _ i
Otestovanie / PoC Sandblast

Security Check Up — overenie stavu siet ’\\\«

\
Rychle nasadenie / zapoziCanie zaﬁmpade utoku

ria

- —
=T

Bempest Check Point

SOFTWARE TECHNOLOGIES LTD.

Navrh architektury pre Zero-Day echranu

~

IT makes sense

[Restricted] ONLY for designated groups and individuals
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