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"Cyber-criminals collected $209 nvllion
in the first three months of 2016 by
extorting businesses and institutions to
unlock computer servers. At that rate,
ransormware Is on pace to be a $1 billion
a year crime this year

, April 2016


http://money.cnn.com/2016/04/15/technology/ransomware-cyber-security/
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2004: Gpcode | PGPCoder
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Computer is Blocked!

Your computer is blocked for viewing, copying and
dissemination of video materials containing elements of pedophilia
and rape of children. In order to remove the block You are required to
pay a fine in the amount of 500 rubles to the (telephone) number
8-965-265-90-84. In case of payment of the sum equal to or
greater the amount fine there will be an unblock code on the receipt.
You'll need to enter the code in the lower portion of the window and
press the “unblock” button. Once the block is removed you
must delete all materials containing elements of rape and
pedophilia. If you do not pay the fine within 12 hours, all
information on your personal computer will be permanently
deleted and the case will be sent to court for investigation in accordance to
chapter 242 part 1 of the Penal Code of Russian Federation.

Rebooting or turning off of the computer will lead to
prompt removal of all data, including the
operating system and BIOS, without ability of further
restoration
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Policajného Zboru

Krajiny:

Mesio:

UzZivatelské meno:

VAROVAMNIE! Vas osobny pocitac je uzamknuty z bezpecnostnych dévodov by
z nasledujucich dovodov:

Ste obvineny z prezerania/skladovania afalebo distribicia pornografickych materialov zakdzané
obsahu (detska pornografia/zvierackosti atd’) Ze ste porusil Vieobecni deklaraciu o boji proti
Sireniu detskej pornografie 3 obvineny z trestného Cinu podla danku 161 trestného zikonnika
Slovenske republiky.

Cléanok 161 trestného zikonnika Slovenské republiky ustanovuje ako trest odiiatia slobody v trvani
5-11 rokou.

TieZ ste osoba podozrivda z poruSenia "zikon o autorskom prave a pravach sovisiacich s
pravom” (stahovanie pirdtskej hudby, videa neletsenzionnogo softvér) a pouZitia a/alebo Sirenie
obsahu chrineného autorskym pravom. Tym ste osoba podozriva z poruania clinku 148 trestného
zakonnika Slovenske republiky.

Clanok 148 trestnsho zakonnika Slovenske republiky, musi byt trest pokuta 150 aZ 550 zakladmyjch
jednotiek alebo odfatim slobody na dobu 3-7 rokov.

S pocitatom doSlo k neopravnendmu pristupu k obmedzenému pristupu verejnosti k informaciam a
informaciam celostatneho vyznamu v Internete.

Mesutarizovany pristun =1 masets doiednat Tamerne 7 cehockoch motivay alebs neonravoenvrm

Zostavajuci cas: 47:56:09

@ paysafecsrd

PIN kad

I Odoslat ‘

Kde moZem ziskat pefazné poukazku
PaySafeCard?

Prehlad predajcov: PaySafeCard dostanes v mnohych
supermarketoch, trafikich. PaySafeCard dostane na
viac ako 101 Eerpacich staniciach Agipu a OMV, vo
wybranych pobotkach stavkovej kancelarie Tipsport,
vietkych predajnych miestach GG Tabaku a vo (BA.
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YOUR BROWSER HAS BEEN LOCKED

2013: "FBI" for Mac $5674.K8361 com < I

&> [[] =22 Apple iCloud Facebook Twitter Wikipedia Yahoo! MNews ™ Popular ™ +

Your browser has been blocked due to at least one of the reasons specified below.

You have been subjected to violation of Copyright and Related Rights Law
(Video, Music, Software) and illegally using or distributing copyrighted
contents, thus infringing Article 1, Section 8, Clause 8, also known as the
Copyright of the Criminal Code of United States of America.

Article 1, Section 8, Cause 8 of the Criminal Code provides for a fine of two to five
hundred minimal wages or a deprivation of liberty for two to eight years.

You have been viewing or distributing prohibited Pornographic content
(Child Porno photos and etc were found on your computer). Thus violating article
202 of the Criminal Code of United States of America, Article 202 of the Criminal
Code provides for a deprivation of liberty for four to twelve years.

lllegal access has been initiated from your PC without your knowledge or
consent, your PC may be infected by malware, thus you are violating the law
on MNeglectful Use of Personal Computer. Article 210 of the Criminal Code
provides for a fine of up to 5100,000 and/or deprivation of liberty for four to nine
years.

Pursuant to the amendment to Criminal Code of United States of America of May
28, 2011, this law infringement (if it is not repeated - first time) may be considered
as conditional in case you pay the fine of the States.




Your personal files are encrypted!

2013: Cryptolocker

Your important fies encryption produced on this computer: photos, videos,
documents, etc. Here is 3 complete list of encrypted files, and you can personally verify
this.

Encryption was produced using 3 unique public key RSA-2048 generated for this
computer. To decrypt the files you need to obtain the private key.

The single copy of the private key, which wil allow you to decrypt the files, located
on a secret server on the Internet; the server will destroy the key after a time
specified in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which will automatically decrypt files, you
need to pay 300 USD / 300 EUR / similar amount in another currency.

Click «Next» to select the method of payment.

Any attempt to remove or damage this software will lead to the immediate
Private key will be destroyed on destruction of the private key by server.

10/20/2013
12:37 PM

Time left

72:34: 50




2014: Android/Simplocker

NATIONAL
SECURITY
AGENCY

DEFENDING OUR NATION.
SECURING THE FUTURE.

RIGHT TO PAY A PENALTY WHICH IS SET TO U.S. DEPARTMENT
OF THE TREASURY, THIS WILL BE CONSIDERED AS AN
ACCEPTANCE OF MISUNDERSTANDING FACT AND AS A
COMPENSATION FOR EFFORTS MADE BY THE GOVERNMENT
ON THE CURRENT INVESTIGATION, ALSO THIS WILL PREVENT
THE SENDING OF ALERT MESSAGE TOWARDS ALL CONTACTS
FROM YOUR CONTACT LIST IN ORDER TO INFORM THEM
ABOUT AN OFFENCE YOU ARE INVOLVED IN.

[ EE R E R TR

YOUR CAMERA 1S USED FOR GATHERING ADDITIONAL
INFORMATION FOR INVESTIGATION. ALL THE FOOTAGE WILL
BE ADDED TO A CRIMINAL CASE.

HE ULAET

Kana P folllirnn




2014 Virlock y blocked. Reason: Pirated software has been detected.

What is BitCoin

BitCoin is a software-hased secure payment system approved by international law enforcement agencies.

How to pay a fine?

l1.Purchase bitcolns from an exchange or an ATH.

2. Transfer to the address (click to copy): 1IN43wMzY9gBlzcBFFzCGnENSmBrE3sXifrn
To locate the nearest exchange or an ATM open the corresponding tab below.

If wvou purchased a paper wallet or vou want to register a new bitcoin wallet follow the instructions helow:
Open Internet Browser. Go to the address: blockchain.inforwallet and click 'Start A Hew Wallet' .Enter your
e-mail address(optional) and password. Make sure your password is secure. Save your password safelywy,
preferably offline(click Notepad). Follow the steps prompted on the wehsite and pay close attention to the
security recommendations. Login to your Biteooin wallet blockchain.inforswallet-login Click on Import -
Fxport. Enter the paper wallet's private key by tvping it manually (case sensitive) and click on 'Add
Private Key'. Click 'SBweep EKey'. Make sure vour Bitcoin halance reflects the new deposit.

Making BitCoin pavment: click 'Send Money' on the menu, enter the hitcoin address., click 'Send Pavment'.

Learn mors ahout BitCoin



2014 Virlock
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2016: Ransom32
A ALL YOUR PERSONAL FILES HAS BEEN ENCRYPTED A

All your data (photos, documents, databases, etc) have been encrypted with a private and unique key generated for this computer. This menas that you will not be able to access your files anymore
until they are decrypted. The private key is stored in our servers and the only way to receive your key to decrypt your files is making a payment.

The payment has to be done in Bitcoins to a unique address that we generated for you. Bitcoins are a virtual currency to make online payments. If you don't know how to get Bitcoins, you can click
the button "How to buy Bitcoins” below and follow the instructions.

When the provided time ends, the payment will increase to 1 Bitcoins ($350 aprox.). Also, if you don't pay in 7 days, your unique key will be
destroyed and you won't be able to recover your files anymore.

Payment raise Final destruction
3 days, 23:46:43 6 days, 23:46:43

To recover your files and unlock your computer, you must send 0.1 Bitcoins ($35 aprox.) to the next Bitcoin address:

Check payment  How to buy Bitcoins

For you to check that we truly have the keys saved and your files will be decrypted when you pay, we let you select ONE file the will be decrypted for free. The key will be decrypted in the server.
Select file



Address

2016: Ransom32

Payout ratio 75%
Installs e 0
Lockscreens e 0
Paids (@ 0
(4]

Pald BTC°

BTC amount to ask: (X EG————

Don't be too greedy or people will not pay
Fully lock the computer o

Low CPU usage e
Show the lockscreen before encrypting e

Show a message box e

O Critical Error
® Yellow Exclamation
® White Information

Latent Timeout e

-pays: (.
- Hours: I
- Minutes: CHE

Download client scr

Don't worry if the download "hangs". While the download
bar is shown, Tor is receiving the file. Just wait.



2016: Petya PETYA RANSOMUWARE?!
o

The harddisks of your computer have been encrypted with an military grade
encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https://uwun. torproject.orgs". If you need
help, please google for "access onion page".

2. Visit one of the following pages with the Tor Browuser:

http:7//petya3?hStbhyvki.onion”
http:7//petyaSkoahtsf7sv.onion”/

3. Enter your personal decryption code there:

If you already purchased your key, please enter it belowu.

Key:



Start FAQ

FACHIMG

PROFIT FROM PETYA & MISCHA!

HIGH INFECTION RATES PROVABLY FAIR

As professional cybercriminals, we know that you can't
trust anyone. So we developed a payment system
based on multisig addresses, where no one (including
us) can rip you off.

PETYA does a low level encryption of the disk, which is For more informations see our FAQ.
a completly new technique in ransomware. MISCHA
acts as an traditional file-based ransomware. For more
informations see our FAQ.




with you. Let me explain the rules:

e being deleted. Your photos, wvideos, documents, etc...
But, don't worry! It will only happen it you don't comply.

However I've already encrypted your personal files, so you cannot access them.

Every hour I select some of them to delete permanently,

therefore I won't be able to access them, either.

Are you familiar with the concept of exponential growth? Let me help you out.
It starts out slowly then increases rapidly.

During the first 24 hour you will only lose a few files,

the second day a few hundred, the third day a few thousand, and so on.

If you turn off your computer or try to close me, when I start next time
you will get 1000 files deleted as a punishment.

Yes you will want me to start next time, since I am the only one that

is capable to decrypt your personal data for you.

Now, let's start and enjoy our little game together! =

1 file will be deleted.

View encrypted files

Please, send at least $23 worth of Bitcoin here:

¢




2016° Ke Ranger “L README_FOR_DECRYPT.txt
: 1 and all your files has been encrypted with 2048-bit RSA

encryption.

Instruction for decrypt:

1. Go to NG ( IF NOT WORKING JUST DOWNLOAD TOR BROWSER
AND OPEN THIS LINK: [ )

2. Use R -: /. 10 for authentication
3. Pay 1 BTC (~407.97%) for decryption pack using bitcoins (wallet is your ID for
authentication - [N

4. Download decrypt pack and run

-——> Also at |GG  /ou can decrypt 1 file for FREE to

make sure decryption is working.

Also we have ticket system inside, so if you have any questions - you are welcome,
We will answer only if you able to pay and you have serious question.

IMPORTANT: WE ARE ACCEPT ONLY(!!) BITCOINS

HOW TO BUY BITCOINS:
https://localbitcoins.com/guides/how-to-buy-bitcoins
https://en.bitcoin.it/wiki/Buying_Bitcoins_(the_newbie_version)
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Petya .
Chimera

Crysis

Cryptowall

INnfinite

TeslaCrypt

ZerolLoc| Rokku
DMALocker NanoLocker eroLock

KeRanger Tox
PadCrypt TorrentLocker

CryptoLocker — Mshe
KeR
CertvaUlt e CTBLocker Cryptojoker

7evin | OC |<v

RotoCrypt
Ransom32 CryptoLocker Cerber

SynolLocker

HydraCrypt



Hundreds of families |

New family every day |



Ransomware detection statistics in Slovakia Nov 2015 - Oct 2016, according to ESET LiveGrid®

Number of detections

April 2016
May 2016
June 2016
July 2016

T Rt

November 2015
December 2015
January 2016
February 2016
March 2016
August 2016
September 2016
October 2016



Number of detections

November 2015

Detection statistics of downloaders often trying to download ransomware in Slovakia Nov 2015 - Oct 2016,
according to ESET LiveGrid®

December 2015
January 2016
February 2016
March 2016
April 2016
May 2016
June 2016
July 2016
August 2016

September 2016

October 2016



Android ransomware detection statistics, according to ESET LiveGrid®
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05 Angeles Cimes

Hollywood hospital pays $17,000 in bitcoin to
hackers; FBI investigating ... ...

X X X X XX

f

No email access

No access to patient records/medical test results, documentation disrupted

Lab work disrupted, pharmacy disrupted

No CT scans, Radiation Oncology department temporarily shut down

Ambulances and patients turned away and sent to other hospitals Unable to access
10 days downtime, ransom paid $17,000



January 2016 Cybersecurity Snapshot

_ﬂSACA Global Results

www.isaca.org/2016-cvbersecurity-snapshot
Number of respondents (n) = 2,920

3. Of the following threats, which THREE are of most concern to your organization in 2016? (Please
select up to three.) n=2,920

Ransomware 20%
Social engineering 52%




"Applications by which ransomware
entered the organization”

Email link 319%
Email attachment 280/0
A WIED SIte il or sorial medta o o 249%

Social media 40/0

USB stick c{/

Business application 1 0/0

We don't know 90/0

Osterman Research, Inc., August 2016



"More than 972 of phishing ermails
delivered in 2016 contained
ransomware..”

Reported by PHISHME .com, Q3 2016



Prevencia

OS & aplikacie aktualizované a zaplatané

Pripony suborov (faktura.PDF.EXE)

Spustitelné prilohy emailu (BAT, CMD, EXE, SCR, JS, VBS...)
Zdielané lokality
Pouzivatelské prava

System Restore )
RDP

Windows Script Host
,Open with..." Notepad
%LocalAppData% a %AppData%

DN N N N N N N RN

Bezpecnostné rieSenie
Pravidelné zalohovanie (offline, Schrodinger)
Tréning zamestnancov



Prevencia

1. OS & aplikacie aktualizované a zaplatané

v

AN NN

Najnovsia verzia

Aktualizovana malware databaza
LiveGrid

HIPS

l Anti-Ransomware | &% & i

21 ) tavenie | -
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2. BezpecCnostné rieSenie
3. Pravidelné zalohovanie (offline, Schrodinger)
4. Tréning zamestnancov



Co v pripade infekcie?

Zastavit Sifrovanie
Kontaktovat technick( podporu

v Logy

v Vzorky (ne/zasifrované)

v’ Desifrovanie niekedy fg?
v" Obnova zo zalohy 20%’\
v" Uchovanie do buducna

analyzuje
me
18% nie

47%
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Hlfadanie chyb ransomwaru

Slaby generator klGCov (DMA, CryptProjectXXX)
Slaby Sifrovaci algoritmus (XORist, 7ev3n)

Chyby v implementacii Sifrovacieho algoritmu (Petya)
KIac v kéde (Simplocker, Jigsaw)

Uniknuté kl'GCe (Chimera)



welivesecurity

Security news, views and insight from the ESET experts

All Posts Latest Research How To Multimedia - Papers = Our Experts

ESET releases new decryptor for TeslaCrypt

ransomware

BY PETER STANCIK POSTED 18 MAY 2016 - 08:51PM

\ZWINDOWS' system32', cmd.exe - ESETTeslaCryptDecoder.exe c:

il 53K
TeslaCrypt decryptor
Uersion: 1.1.8.8
Built: May 18 2816
Copyright <c)> ESET. spol. s ».o.
. 1992-2015. All rights reserved.
G+
: Workstation
328 Machine guid: 113B62F@-8DF1-4776-918E-A71BE?FAFEEG

Supported TeslaCrypt version : 3.8.8 — 4.2
I" Share Looking for infected fi

Follow us

flo]vlin] 3-[N e

bi'h‘ Sign up to our newsletie

H0T TOPIC 5 ARTICLES RELATED TO:

GOOGLE PLAY PORN CLICKER




Crysis decryptor

E C:hDocuments and Settings Administrator'Desktop'. ESETC

Crysis decryptor
Uerzion: 2.8.68.8
Built: MNov 18 20816

Copyright <c?» ESET. spol. = »r.o.
1992-2816. All rights reserved.

085: 5.1.2688 5P3

Product Type: Workstation

LloWe4d: False

Machine guid: 113B62FA-8DF1-4776—218E-A718E7FAFEER

Supported Crysis file extensions: .xthl,. .crysis,. .crypt




Will it go away soon?




Will it go away soon?
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Platit, ¢i neplatit?

%

1. Ziadna zaruka ochoty / schopnosti stiibory desifrovat
2. Zaplatenim podporite vyvoj dalSieho malwaru
3. Ziadna zaruka, Ze nezaltocia znova

v PREVENCIA
v'ZALOHA
v DEKRYPTOR



®

et

Peter Stancik
Security Evangelist

stancik@eset.sk

welivesecurity.com
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