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Looking Around Us

2017 continues the trend of widespread
breaches in every vertical
- Check haveibeenpwned.com! It's 50:50

Large changes behind the crime scenes

- Criminals behind Angler and Nuclear EK busted.
EK Traffic briefly down by 96%
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Part 1: Plan For Breach Detection
and Mitigation

o
Cisco



Mistake 1: “We are not a target, we only get
ransomware from time to time! Thatis it...”

T will not assume breaches can be Foully prevented! *’*
T will not assume breaches can be Fully prevented!

T will not assume breaches can be Fully prevented!

T will not assume breaches can be Fully prevented! +

T will not assume breaches can be fully prevented!
T will not assume breaches can be Fully prevented! - ﬁ

T will not assume breaches can be fully prevented!

T will not assume breaches can be Fully prevented!
T will not assume breaches can be Fully prevented! - 1 Kk
T will not assume breaches can be Fully prevented! o Veil - Framewor

T will not assume breaches can be Fully prevented! SO l
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Mistake 2: “We purchased automatic breach
prevention technology”

Do not fall for this false marketing
« |If malware did not install and execute it was not a breach

- If malware got to install and execute, there is no automatic cleaning

But how do we know the technology is suitable for breach detection
and mitigation?

- By examining the process!
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Mistake 2: “We purchased automatic breach
prevention technology”

If it looks like this:

=

» Our tool XXX will detect and block the breach trying to infect the organization

J

u * Reporting is reviewed and policies are updated accordingly (monthly)

It is NOT breach detection and will not help bridging the gap by finding
malware that managed to sneak into your organization



oy

reach Detection and Mitigation Workflow

* NBA detects C2 channel (or UBA or |oC scan)

» Global sandboxing provides file behavior context and estimate of likely missions

» Endpoint security tool identifies files responsible for C&C activity and spread

» Endpoint security tool quarantines malicious executables and their products

« |dentity management tool quarantines the endpoint and identifies the user

» Endpoint security tool s used for root cause analysis before endpoint is re-imaged
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Mistake 3: “Our security budget Is fixed so
we have to distribute the load somehow”

- If you have only 1$ security budget, spend it on visibility

- EXxpect need for security budget rise or re-allocation

- There will be need for new personnel (and skills)

- Some savings can be made, like SIEM OPEX costs with NBA/UBA

- Resources (books, trainings) are not yet readily available so pick a
strong vendor that has experience with the process and can provide

advice.



What is Coming in 2017: UBA

- UBA = User Behavioral Analytics

- Similar to network Behavioral Analytics but focused on user
modelling and detection of anomalies within user activity

« Detects: internal misuse or loss of resources, internal theft and
identity impersonation

- Brings the needed level of sophistication, analytics, and machine
learning that data loss prevention systems are lacking
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Our Advice: UBA vs Date Loss Prevention

- Wait for UBA systems to become readily available before investing
Into company-wide data leak prevention systems

- Current systems have significant disadvantages and require you
to costly micro-manage all your digital assets and harass your
employees by police-like manners on every corner

- UBA is far superior by offering automatic modelling, correlation of
activities and misuse of legitimate access. All in near real-time
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Malware campaigns

= Marketing campaigns

»
»

Create Distribute
content content
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Do it again



Q Create content

Bypass AV Detection ratio:

v

Bypass Webrep

URL

10/ 56

A

hitp: /f 136.243.24. 243/ FDPIAFhQE8uGMnNDQR1/ SfKiJ8ly f rtHaDLBRCEr+3QhpTfYSHaH1VTdwsPmEWO4M | 60MKWQLNPrFBIDCG. ..

nitp: /f 136.243.24.249/ JWTLAHSS0mMNEXnmNThE40ICX83MGS/ TLJ3hT36KMvcX2amo05ZsLMBTvZRNTnDp3sSRiSuHI7TQob TMIbpaM...

hitp: /f 136.243.24.249/ bu3PAOGChUPXL1dq70cS7L/ bTEInFhz12Raljmedr2x8mkepS2s0m3nliwxENDJB3UTPOTANUOVIYIGIFUrR3w. ..

hittp: /f 136.243.24. 249 wSTTANGnoD3ehgLXeBPTWEoFxXBRscK0yaOkb4ET/ z1HfeDVeE|UTQpafFFg4rZ1IRMdaZ LY QHIXur f Sw...

hitp: /f 136.243.24 248/ 1HTVACAKXXOMWOmM+0hI1fo1 Ta3WQDnnKE3y5 XbKTonzt2 1c33L PwijsVanPl2dYrUIN1EpDKoM.Jpole6 f OcEy. ..

hitp: /f 136.243.24.243/ IvYAHUmM3JCLgsBqpWwC3IPIpDEXTH2XTYKeYpWT7eEKHPsaHGh+Y SPEzWsW1TcZbtROTINmCOvsIXCoR3L6v. ..

hitee I 428 943 74 TA0 AN RAANITRF DV { SuEakll DB LA T Al mal I aldebe Yol 0B ITadWIA MSAT | Danad b 1ur 3L R NIRAOKAT O Iy

USER AGENT $

Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; °
Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1;
Mozilla/5.0 {compatible; MSIE 10.0; Windows NT 6.1;
Mozilla/5.0 {compatible; MSIE 10.0; Windows NT 6.1; 7
Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1;

Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1;

Mazillalf N imamanatinla: KAQIE 40 M WAlindaos MT & 407

Traffic: 0 B up / 32.6 KiB down, Blocked: 0.00%, Requests: 125, Duration: 1 day 4 hours 11 minutes 50 seconds, User Agents: 1, No Referrer: 100%, HTTP: 200, 404

BYTES UP ¢
0

0

BYTES DOWI ¢

260

264

260

264

260

252

Analysis date: 2015-08-06 06:20:03 UTC ( 8 monthe, 3 weeks ago )

HTTP STATUS

200 = 0K

200 =0K

200=0K

200=0K

200 = OK

200=0K

IO - O
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Q Distribute content

. . . =
Email, phishing > |push 2
pop eax
mov [esp+1BBh+name.sa_family], ax
MOV eax, [edi]
push 443 i} hostshort
mowv dword ptr [esp+lBCh+name.sa_data+l], eax
®e | Final version of the report Bov.  word ptr [esptiBShename.sa_data], ax
push 10h } namelen
Joseph Tribbiani <joseph.tribbiani@nagts.org> lea eax, [esp+lBCh+name]
push eax ; name
Tuesday, 8 November 2016 at 12:49 push esi i 8
To: Michal Svoboda call ﬁﬁﬂ“‘;;"""n
#: # Report02_FINAL.doc (158 KB) | Freview Sar  short loc 1000A334
Dear Michal,
Alisha Calderon asked me to send you the attached document,which contains the final version of the report.
Please let me know if you have any trouble with the file, and please let Alisha know if you have any questions about the contents of the report.
Kind regards,
Joseph Gibson v

Program Mgr, Operations
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Q Distribute content

Web — exploit kits
Malvertising

Wate rl ng hOIeS Site has ad which links 1o first
tier of subdomains
(i.e. says.imperialsocks.com)

u
User browses 10
somenewsite.com

Initial URL redirects to
rapidly changing landing
page and exploits

System is compromised

"
®

—
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9 Monetize

Ransomware

Targeted ransomware
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BHHUMAHME'
Bce Baxkpblie paiibl HA BCeX MHCKAX BALNEI0 KOMILIOTepa OLLIR
3amHGpoOBaAHLI.
IMoapoGuocTE BLHI MO:KeTe NPOoYRTATEL B ¢aiiaax README.txt,
KOTOphie MOKHO HalTH Ha J0loM H3 JACKOB.

ATTENTION!
All the important files on your disks were encrypted.
The details can be found in README.txt files which you can find

on any of your disks.



a Monetize

Ads
Click-fraud
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RELATED LINKS
Pictures of Cats

Kittens for Adoption

Adopt a Cat

Fumniture for Cats

Cat Food




9 Monetize

Steal data

Resell assets
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Escalation

Reuse of distribution vectors

Reuse of infected assets

Malware \

More malware

More malware /

Ransomware
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Thank You...

...and see you around
for more questions
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